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Personal data protection supervision activities in Lithuania are carried out by two
institutions — the State Data Protection Inspectorate and the Office of the Inspector
of Journalist Ethics when personal data are processed for the purposes of journalistic,
academic, artistic or literary purposes. According to this, The Review of the Personal Data
Protection Supervision in Lithuania in 2020 contains information from both institutions.
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REVIEW OF PERSONAL DATA
PROTECTION SUPERVISION
IN LITHUANIA IN 2020 BY
THE STATE DATA PROTECTION
INSPECTORATE



WORD OF THE HEAD OF THE STATE
DATA PROTECTION INSPECTORATE

The year 2020 was exceptional to the State Data Protection
Inspectorate (hereinafter referred to as the “Inspectorate”)
as one of personal data protection supervisory authorities
of Lithuania (like to many other organisations) due to the
outbreak of the global coronavirus COVID-19 pandemic.
After declaration of the quarantine in Lithuania in March,
the Inspectorate not only had to organise its activities
for remote work but also had to assist and advice public
authorities and representatives of the private sector how to
organise their activities by remote communication means
with a view to maintaining high personal data and privacy
protection standards. The pandemic which started at the
beginning of the year and was still continuing raised new
personal data processing challenges.

In 2020, personal data protection did not lose itsimportance
but became even more relevant. The pandemic situation in
the country has contributed to this; taking into account the
personal data safety requirements, numerous related legal
acts had to be adopted, a significant number of activities
were digitalised, a lot of people, private and public sector
organisations moved to remote communication and
operation platforms namely due to the pandemic. We
regularly attended remote meetings, events, coordinated
agendas, provided official and methodological assistance,
communicated with the media, exchanged information
and even spent out leisure, i.e. enjoyed sports, travelled,
visited museums, celebrated birthdays, by virtue of digital

equipment. The scope of processed personal data has
suddenly increased and the new reality is likely to survive.

Meanwhile, a leap of digitalisation has raised a lot of
challenges and risks to personal privacy and personal
data protection; thus, the arising risks had to be managed
from the outset ensuring application of personal data
protection principles in further sustainable development
of digitalisation processes. To that end, the European Data
Protection Board (hereinafter referred to as the “Board”)
uniting the supervisory authorities of all European Union
(hereinafter referred to as the “EU") Member States was also
very active, as it immediately responded to the changes
in the situation and pooled the Member States in order to
make common operational decisions.

In principle, the extraordinary situation prevailing in the
year 2020 not only not decreased the scope of activities but
even expanded its scope of activities and called for urgent
decisions and works. Thus, in 2020 the Inspectorate fulfilled
its personal data protection supervision mission, namely, to
defend the human right to personal data protection.

Director of the State Data Protection Inspectorate
Raimondas Andrijauskas

EN



Personal data protection means a set of legal, technical
and organisational measures aimed at protecting personal
data against unlawful, accidental or improper personal data
processing. The right to personal data protection is one
of fundamental human rights classified as modern rights
which are typically exercised in the developed countries,
in particular, in the digital age when technologies provide
unlimited possibilities for processing large quantities of
personal data. In a democratic legal society, the balance
between public and private interests, the human right
to receive and disseminate information and the right to
personal data protection is of major importance.

On 27 April 2016, Directive (EU) 2016/680 of the European
Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing
of personal data by competent authorities for the purposes
of the prevention, investigation, detection or prosecution
of criminal offences or the execution of criminal penalties,
and on the free movement of such data, and repealing
Council Framework Decision 2008/977/JHA (hereinafter
referred to as "Directive (EU) 2016/680") was adopted. The
provisions of Directive (EU) 2016/680 were implemented
by the Republic of Lithuania Law on Legal Protection of
Personal Data, Processed for the Purposes of Prevention,
Investigation, Detection or Prosecution of Criminal
Offences, or the Execution of Criminal Penalties, or National
Security, or Defence.

The GDPRhasbeenappliedsince 25May 2018.Theearlierdata
protection system has been substantially reformed under
the GDPR: the functions fulfilled by personal data protection
authorities (in the Republic of Lithuania, the Inspectorate is
one of such authorities) have been reconsidered and restated,
cooperation among data protection supervisory authorities
of the EU Member States has been extended, new duties of
data controllers and new rights of data subjects in the field
of data protection have been established. Furthermore, it
should be noted that other international and EU legal acts
the amendments to which and entry of force of which are
associated with the GDPR and the personal data protection
reform in the EU provide for specific supervisory functions
of data protection supervisory authorities which must be
reviewed and properly implemented. Some aspects relevant
to Lithuania are set forth in the new version of the Republic
of Lithuania Law on Legal Protection of Personal Data
adopted on 16 July 2018.

Following the Regulations of the Inspectorate approved by
Resolution No 1156 of the Government of the Republic of
Lithuania of 21 September 2001 “On the Approval of the
Regulations of the State Data Protection Inspectorate’, the
Inspectorate is an institution of the Government of the
Republic of Lithuania involved in framing of the national
policy on personal data protection management and
implementing it.

The purpose of the Inspectorate shall be supervision of
protection of fundamental rights and freedoms of natural
persons when processing personal data and creation
of more favourable conditions for a free movement of
personal data in the EU. The main objectives of activity of
the Inspectorate shall be as follows:

To be involved in formation of the national policy on
personal data protection;

To carry out monitoring of the GDPR and other personal
data protection legal acts and ensure compliance with
them;

To control personal data processing;

To comply with the provisions of Council of Europe
Convention for Protection of Individuals with regard
to Automatic Processing of Personal Data (ETS No
108) executed on 28 January 1981 in Strasbourg and
protocols to the Convention.

In 2020, the activities of the Inspectorate were organised in
accordance with the Strategic Activity Plan for 2020-2022
approved by Order No 1R-73 of the Minister of Justice of
the Republic of Lithuania of 6 March 2020 and the Annual
Operational Plan approved by Order No 1T-40(1.12.) of the
Director of the Inspectorate of 6 April 2020.

The functions of the Inspectorate are not limited only to
supervision of application of the GDPR. The EU legal acts
provide for that that a supervisory authority must carry out
audits in different information systems, for example, an audit
of data processing operations in the national Schengen
Information System, the Visa Information System etc.

In 2020, public sector organisations, just like the
Inspectorate, continued to opened the data processed by
them. To this end, Order No 1T-86(1.12.) of the Director of
the Inspectorate of 1 September 2020 “On the Approval
of the Description of the Procedure for Opening of Data
of the State Data Protection Inspectorate” was adopted. In
the light of the increasing scope of the afore-mentioned
activities in recent years, the Inspectorate helped other
organisations to deal with more than one issue arising out
of opening of data. Some uncertainties in this area still exist;
therefore, the Inspectorate will take further actions to help
to find a balance between the need for opening data and
personal data protection.

The Inspectorate is also one of the authorities implementing
the cyber security policy. It contributed to building of the
cyber security system in Lithuania by adoption of the Law on
Cyber Security, further contributes to its improvement and
ensuring through involvement in the activities of the Cyber
Security Council. The Inspectorate, in cooperation with
otherresponsible authorities such as the Ministry of National
Defence of the Republic of Lithuania, the National Cyber
Security Centre, the Lithuanian Police, the Communications
Regulatory Authority, draw up the National Cyber Security



Status Report. Cyber security is directly related to the
activities of examination of personal data breaches carried
out by the Inspectorate where, if necessary, in the course of
investigation of personal data breaches it cooperated with
the National Cyber Security Centre.

In 2020, the Inspectorate continued to face the challenge
of fulfilment of new functions and extended existing
functions covered by the European personal data
protection reform implemented in 2018. According to the
data of a representative Lithuanian population survey on
personal data protection carried out in 2020, 73 per cent of
the Lithuanian population are aware of the requirements
for organisations and rights grated to people by the GDPR.
65 per cent of population know the Inspectorate as a
supervisory authority. 78 per cent of residents consider
that the services provided by the Inspectorate are good
and very good. Even 81 per cent of population of Lithuania
find information on who and how processes their personal
data and what personal data is processed important. Public
awareness of personal data protection and understanding
that personal data protection is a fundamental right and
value gradually increase in Lithuania. High indicators
of public awareness of personal data protection and
supervisory activities have been achieved by virtue of
considerable efforts. Although in 2020 the Inspectorate did
not yet start to fully fulfil its new functions provided for in
the GDPR and other legislation because the Board has not
made the steps which would be generally applied by all
EU personal data supervisory authorities, lack of human
resources was a problem which was constantly felt in
everyday activities of the Inspectorate. After optimisation of
the operation processes, the majority of the performance

Financial and human resources of the Inspectorate

Before entry into

indicators of the Inspectorate has significantly increased
and the scope of activities has remained high. Furthermore,
as the scope of digital services has increased due to
COVID-19 pandemic, ensuring of personal data security
has become even more relevant. In order to stabilise the
situation, the Inspectorate has expressed the need for
10 additional posts excluding the posts necessary for
fulfilment of the functions it has not started yet. At the
end of 2019, only 6 additional posts were allocated to the
Inspectorate (all posts were established till the end of the
year). According to the data available on 31 December
2020, the Inspectorate has 38 posts for performance of its
activities including 31 posts which were filled and in 2020
6 persons left their positions and 7 new employees were
employed. The communication of the European Union
adopted in 2020 emphasises the importance of more
human and financial resources in carrying out personal
data protection supervision activities'. This is also approved
by 25 March 2021 Resolution of the European Parliament?,

The process of recruitment of new employees is carried out
on a centralised basis and the efforts of the Inspectorate
do not significantly influence it. As the Inspectorate has
faced the problem of long process of recruitment of new
employees, current employees have increased workload,
often exceeding the limits of their capacities; thus, this has
become one of the main reasons for which employees
decide to leave their office. Furthermore, there is a lack of
personal data protection specialists in the market because
as the GDPR has become applicable, a lot of organisations
must appoint not a data protection officer but they also
employ other personal data protection professionals in
order to meet the requirements of the GDPR.

After entry into force of the GDPR

force of the GDPR
2017 2018 2019 2020
Budget (thous. EUR) 7293 1,111.0 1,180 1,201.0
Including for wages (thous. EUR) 4434 521.0 805.0 919.0
Number of allocated posts 32 32 38 38

' 24 June 2020 Communication from the Commission to the European Parliament and the Council COM(2020) 264 “Data protection as a pillar of citizens’empowerment and the
EU's approach to the digital transition - two years of application of the General Data Protection Regulation” (hereinafter referred to as the “Communication”) states that he majority
of Member States equipped data protection authorities with the necessary human, technical and financial resources. In general, the number of employees of almost all national
data protection institutions (2016-2019) increased by 42 per cent and the budget increased by 49 per cent. Nevertheless, differences between Member States are evident. The
relatively highest increase in the number of employees was in the authorities of Ireland, Netherlands, Luxembourg and Finland.

2 25March 2021 Resolution of the European Parliament“On Resolution on the Commission evaluation report on the implementation of the General Data Protection Regulation two
years after its application” (2020/2717(RSP)) states that many supervisory authorities do not have sufficient human, technical and financial resources, premises and infrastructure
to effectively perform their tasks and exercise their powers; furthermore, they lack of dedicated technical staff in most supervisory authorities across the EU, which makes
fulfilment of the assigned functions difficult. Besides, the resolution notes that supervisory authorities are under strain given the growing mismatch between their responsibilities
to protect personal data and their resources to do so. It points to the importance of EU supervisory authorities as well as the EDPB having sufficient financial, technical and human
resources in order to be able to deal swiftly but thoroughly with an increasing number of resource-intensive and complex cases, and to coordinate and facilitate cooperation
between national DPAs, to properly monitor the application of the GDPR, and protect fundamental rights and freedoms.


https://www.europarl.europa.eu/doceo/document/TA-9-2021-0111_LT.pdf
https://www.europarl.europa.eu/doceo/document/TA-9-2021-0111_LT.pdf

In 2020, the Inspectorate implemented the envisaged three
priorities of activity.

In implementation of the afore-mentioned priority, the
Inspectorate reviewed and sought to improve personal
data procession supervision activities in the context of new
legal regulation:

The procedure for provision of prior consultations was
reviewed and necessary amendments to the Rules on
Provision of Prior Consultations approved by Order No
17-84 (1.12.E) of the Director of the Inspectorate of 29
August 2018 “On the Approval of the Rules on Provision
of Prior Consultations’, were made. The binding form
of the application for provision/termination of prior
consultation was drawn up.

The procedures for performance of audits and
investigations carried out in the form of a data
protection audit were developed (Order No 17T-93(1.12.E)
of the Director of Inspectorate of the State Data
Protection Inspectorate of 11 September 2020 “On
the Approval of the Description of the Procedure for
Performance of Audits and Investigations Carried out
by the State Data Protection Inspectorate in the Form
of a Data Protection Audit”) in fulfilment of international
obligations (for example, in the Lithuanian National Visa
Information System, the Lithuanian national second
generation Schengen information system and other
information systems in which, according to the EU
legislation, the authorities of Lithuania are competent
to process personal data in fulfilment of their functions).
Furthermore, the Plan for Audits and Monitoring by the
Inspectorate for 2020-2025 has been approved.

The draft order of the Directorate of the Inspectorate
“On the Approval of the Description of the Procedure
for Accreditation of the Institutions Carrying Out
Supervision of Compliance with the Code of Conduct”
which will be presented to the Board in the first half of
2021 for opinion was drawn up.

The draft Order of the Directorate of the Inspectorate“On
the Approval of the Model Form of the Agreement on
Processing of Personal Data According to the Standard
Contractual Clauses” which will be presented to the
Board at the beginning of 2021 for opinion was drawn
up.

The draft Description of the Procedure for Accreditation
of Certification Bodies which sets forth the requirements
for accreditation of certification bodies and will be

provided to the Board for opinion in the first half of 2021
was prepared.

Thus, the draft Description of the Procedure for Approval
of the Certification Criteria Prepared by the Certification
Bodies was drawn up.

Upon review of the process of examination of personal
data breaches, the works of improving efficiency of
such activities were carried out. Software tools for
management of the process of evaluation of personal
data breaches were programmed and installed.
Typical, automatically generated personal data breach
evaluation reports were drawn up. Transfer of the
statistical information concerning personal data
breaches to MySqgl database service was carried out.

A repeated analysis of the processes of carried out
complaint examination activities was carried out;
therefore, the draft Description of the Procedure for
Examination of the Complaints Examined by the
Inspectorate was prepared. In 2021, proposals for
improvement of the processes of complaint examination
activities will be put forward to the Ministry of Justice
with a view to adopting necessary amendments to the
legal acts.

The procedures of examination of the rules binding upon
a company and approval thereof (Order No 1T-94(1.12.F)
of the Director of the Inspectorate of 17 September 2020
“On Approval of the Description of the Procedure for
Approval of the Rules Binding upon a Company”) were
reviewed.

Developing legal regulation of the right to personal data
protection and changes in the practice of its application
have led to the need for education of the society and
raising public awareness about personal data protection.
In the light of the fact that in 2020 the Inspectorate
drew up 15 methodological documents useful both to
the organisations seeking to properly fulfil the duties in
processing of personal data set forth in the Regulation (EU)
2016/679 of the European Parliament and of the Council
of 27 April 2016 on the protection of natural persons with
regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/
EC (General Data Protection Regulation) (hereinafter
referred to as the “GDPR") and to people so that they
could clearly and properly understand the content of the
rights guaranteed for them and possible remedies of such
rights. In 2020, particular attention was paid to drawing up
of social methodological documents aimed at adapting
to processing of personal data under the conditions of
COVID-19 pandemic.



In 2020, a two year project “Promotion of High Standards
of Personal Data Protection SolPriPa” was completed.
During the project, the representatives of the Inspectorate
in cooperation with their partners from Mykolas Romeris
University carry out the activities of raising awareness
in the field of personal data protection for such target
groups as representatives of small and medium-sized
business, healthcare sector, start-ups, media outlets,
youth and elderly people. In 2020, 12 seminars in different
places of Lithuania, i.e. Vilnius, Kaunas, Klaipéda, Mazeikiai,
Anyksciai, Kaisiadorys, Panevézys, for the target groups
were organised. People were familiarised with their rights
in the area of personal data and privacy protection and
the representatives of different organisations deepened
their knowledge about the duties related to personal data
protection and exercise of the rights of the data subjects.
Furthermore, 7 guidelines, 7 leaflets were prepared, a video
competition for youth was organised, the free mobile
application "ADA gidas” in which all information prepared
during the project was created. Besides, articles in the
scientific publication “Jurisprudencija” (Jurisprudence) were
published, podcasts and articles in popular media portals
were created and the project was finished with the remote
conference "High Personal Data Protection Standards:
Reality and Objectives” which was attached exclusive
interest, i.e. even 1,500 unique spectators at the same time.

In the light of the fact that one of the factors which has
determined adoption of the GDPR is the established
potential risk arising when personal data is provided to
third countries; therefore, the objective is uniformity of
personal data processing rules in transfer of personal data
to other countries and development of effective such
personal data transfer supervision mechanisms one of
the essential elements of which is cooperation between
national personal data protection supervision authorities
of the EU Member States in carrying out of investigations
in relation to international major personal data processing,
the so-called one-stop-shop procedure. It is to be noted
that in 2020 the Inspectorate was a managing supervisory
authority in 5 international cases and 3 times addressed
the managing supervisory authority for determination of
another supervisory authority.

The Board i.e. an independent EU institution which helps
to ensure consistent application of data protection rules
throughout the EU and brings together the personal data
protection supervision authorities of the EU Member
States, started its activities. The Inspectorate as the national
personal data protection supervision authority also is a
member of the Board contributing to the activities of the
Board itself and its subgroups (4 of 14 groups are actively
involved). Particular attention should be paid to the role of
the Board in the area of personal data protection, since the

GDPR has granted the right to it to officially interpret the
provisions of the GDPR; thus, ensuring uniform application
of the afore-mentioned legal act throughout the EU. One
of the most important elements of activity of the Board is
presentation of examples of guidelines, recommendations
and best practice to the society. In 2020, the pandemic
did not prevent the Board from the activities in the form
of meetings and subgroups and cooperation among the
EU institutions. As the afore-mentioned activities turned
into remote cooperation, the issues relevant to all Member
States were expeditiously dealt with; this new reality of
cooperation will be likely adapted and used in the future.
In 2020, 27 meetings of the Board in which not only issues
concerning processing of personal data during COVID-19
pandemic were dealt with but also scheduled works were
continued were held.



Strategic objective: To ensure protection of data subjects’ rights in the area of
personal data protection

Use of appropriations approved by the programme implementing the strategic objective and the
Republic of Lithuania Law on the Approval of Financial Indicators of the State Budget and Municipal
Budgets for the Respective Year

Use of appropriations (EUR thous.)

Code of the Title of the Plan for Plan for Amount Percentage of used

programme  programme  appropriations appropriations of used appropriations from

including appropriations the appropriations
adjustments indicated in the plan for
during the appropriations including

reporting period adjustments for the

reporting period
1 2 3 5 6
0101 Data
Protection 1,201 1175.6 97.9
Management

Effect evaluation criterion: percentage of persons who positively assess the activities

.

fact

of the Inspectorate
/7 76 /8 82 79 77 80 78
2020 2021

In implementation of the strategic objective of the
Inspectorate“To ensure protection of data subjects'rights in
the area of personal data protection’, the effect evaluation
criterion “Percentage of persons who positively assess the
activities of the Inspectorate” was sought. The criterion is
calculated by summing up the persons who assessed the
activities of the Inspectorate as good and very good on
the basis of the survey data obtained by surveying the
persons who addressed the Inspectorate or to whom the

2022

Inspectorate has provided its services, forexample, provided
consultations, harmonised legal acts, organised events in
which reports were delivered, examined complaints etc.

In 2020, taking into account the possible tolerance
thresholds, in principle, the Inspectorate achieved the
planned indicator of positive evaluation of its activities, i.e.
78 per cent (planned indicator — 78 per cent).



In 2020, the Inspectorate implemented the programme
“Data Protection Management” The criterion R-01-01-
01-01 "Percentage of the persons who are aware of their
rights granted and the duties set in the laws in the area
of personal data protection” was chosen for evaluation
of the programme implementation results. The afore-
mentioned criterion is calculated on an annual basis when
the Inspectorate carries out an on-demand representative
survey of the Lithuanian population on public awareness
in the field of personal data protection. According to
the data of the representative survey of the Lithuanian
population carried out in 2020, 73 per cent of residents of
Lithuania (the planned indicator — 69 per cent) are aware
of the GDPR, ie. the legal act setting forth the personal
data processing requirements for organisations and rights
granted to people.

The managers and specialists and servants are best
informed of personal data protection in Lithuania, whereas
students and schoolchildren are those who heard about
the GDPR the least. The analysis of the survey has also

P-01-01-01-01 Percentage of scheduled inspections
according to the check-lists. In 2020, the planned
indicator was 90, the achieved indicator was 90. During the
reporting period, the scheduled inspections were carried
out in accordance with the plan for preventive inspections
for the year 2020 approved by 24 January 2020 Order No
3R-65(1.41.) of the Directorate of the Inspectorate and all
inspections except for repeated inspections were carried
out by virtue of check-lists.

P-01-01-01-02 Increase in the number of examined
complaints as compared with the previous year, per cent.
In 2020, the planned indicator was 5, the achieved indicator
was 0. In 2020, the Inspectorate examined 971 complaints
and did not achieve the planned indicator because the
number of examined complaints was 24 lower than in 2019
(995). In 2020, the complaint examination activities was
influenced by rotation of employees and slower complaint
examination processes as the activities were reorganised for
remote work due to the pandemic situation.

shown that the respondents who earn higher income
and have higher education are more familiar with the
personal data protection requirements and rights. High
indicator of awareness of personal data protection and
good knowledge of the legal principles applicable in this
area is an aspiration of the supervisory authority. Due to a
new breakthrough in the society digitalisation processes,
in the face of the pandemic, the knowledge has become
even more relevant. Nevertheless, the results of the survey
also suggest that it is important to enhance the knowledge
of youth about personal data protection. In the long
term, inclusion of the topics of personal data and privacy
protection in the context of cyber security not only in
university curricula but also in school curricula is expected.
Promotion of the importance of personal data protection
among the members of the public, proper digital literacy,
cyber security culture level are essential in the modern
digital society. Furthermore, fostering of talented persons
who have knowledge in the afore-mentioned area would
help to fill the gap of personal data protection specialists
in the market.

P-01-01-01-03 Percentage of the draft legal acts
assessed within the time limits set forth in the
legislation. In 2020, the planned indicator was 85, the
achieved indicator was 83. Taking into account the
thresholds of statistical tolerance and the fact that a major
part of draft legal acts were presented for harmonisation as
a matter of urgency, there were delays; however, in 2020
the indicator of harmonisation of draft legal acts within the
set time limits was achieved.

P-01-01-01-04 Number of employees of the
Inspectorate who attended the in-service courses
and trainings. In 2020, the planned indicator was 35, the
achieved indicator was 26. In 2020, the planned in-service
indicator was not achieved due to rotation of employees
and the pandemic situation in the country. However, after
adaptation to the existing situation, some employees
successfully improved their qualification remotely.



Personal data protection supervision activity

Before entry into

Activities force of the GDPR After entry into force of the GDPR
2017 2018 2019 2020
Carried out inspections 91 141 112 104
7
Received complaints of persons 480 859 880 1,083
Examined complaints of persons 490 619 995 962

2020

SUPERVISORY ACTIVITIES

2018 2019 2020
| | g

Number of persons’

complaints 859 1083

received

and

complaints

examined

Number of received
personal data
breaches notifications

Number of initiated and
carried out inspections

SANCTIONS

175 >20

Instructions Fines (biggest fines

€15k and € 8K)
94

Reprimands

Recommendations

Performance indicators and assessment of the Inspectorate in 2020

QUALITY OF SERVICES

Percentage of clients of the Inspectorate
who have positively evaluate its activities:

VISIBILITY OF THE
INSPECTORATE

Percentage of the Lithuanian
population who have heard
about the Inspectorate:

DATA PROTECTION OFFICERS

Number of officers appointed in Lithuania:

Officers by the type of activities of the organisation:
Other activities related to goods / services
Education and culture
Public authorities
Health services
Finance and credit activities

Other

HARMONISED LEGAL ACTS

Number of
662 harmonised legal
acts by the type:

Laws

Regulations of the information
systems

Resolutions of the Government

Orders

Regulations of the registers

Other




INSPECTIONS

In 2020, the Inspectorate carried out 104 inspections. Some
of them were carried out in accordance with the Plan for
Preventive Inspections of the Inspectorate for the Year
2020 approved by 24 Order 2020 Order No 3R-65(1.41.). In
2020, major attention was paid to unscheduled inspections
initiated in response to the events related to data security
incidents in different public or private information systems,
in case of any suspicions as to unsafe processing of personal
dataetc.They are carried out when the Inspectorate receives
information from the media, anonymous notifications
of personal data breaches. Unscheduled investigations
may also be carried out on own initiative upon receipt of
notifications of personal data breaches.

The majority of the inspections finished in 2020 was
inspections of activity related to goods and services (25),
educational and cultural activities (24), activity of state and
municipal institutions (15), processing of personal data
carried out by natural persons (11), health activities (6).

In order to help other representatives of the sector to
familiarise with the problematic aspects of personal data

PERSONAL DATA BREACHES

In the event of a personal data breach (hereinafter referred
to as the “PDB"), organisations must take every action to
suspend the breach. Less serious or more serious breaches
occur regularly. In all cases, organisations must document
such breaches and observe other procedures set forth in the
GDPR. If it is determined that a breach poses a risk to the
rights and freedoms of natural persons, the persons whose
data could be affected and the Inspectorate must be notified
without undue delay but not later than within 72 hours.

In 2020, the largest number of PDBs were reported by
organisations the main activities of which were related
to “Finance and credit activity” (37 notifications), “Activity
of state and municipal institutions” (27 notifications) and
“Law enforcement and law and order” (16 notifications),
“Health services” (13 notifications), “Provision of electronic
communications or networks” (8 notifications) and “E-stores”
(9 notifications). Nevertheless, this does not mean that
PDBs mainly occur in the organisations belonging to the
afore-mentioned sectors. This may be determined by such
circumstances as more stringent requirements of legal acts
and/or compliance with such requirements, for example,
the financial sector reports PDB due to rather strict sector
requirements and state and municipal institutions or law

processing and, on its own initiative, start eliminating
the shortcomings, in 2020 after sector inspectors, the
Inspectorate provides recommendations, instructions etc.
not only to the companies but also provides the prepared
summaries of the results of inspections which may be
independently used by them for evaluation of their activities.

In 2020, 3 sector inspections were carried out:

Inspections of educational establishments in relation to
data processed to justify the reasons for non-attendance;

Inspections of public registers and information systems
in relation to the scope of processed personal data;

Inspections of suppliers of goods and service providers
in relation to the implemented personal data security
measures.

Inspectors of the initiation services provided by financial
institutions in relation to the scope of personal data in
provision of payment initiation service were carried forward
to the year 2021.

enforcement authorities are used to stricter observance of
the established requirements.

The Inspectorate evaluates the received notifications of
personal data breaches and, if necessary, carries out an
investigation. In 2020, breaches were detected only in 10
cases of 181 notifications. In 2020, more significant events
related to personal data breaches were as follows:

Unauthorised persons logged in to user accounts on the
e-store platform of a company without the knowledge
of the users by virtue of the login data which leased on
other websites (not related to the company). Around 19
thousand persons could have been affected.

Flooding of the server station of the State Enterprise
Centre of Registers in July has resulted in disruption
of operation of more than 20 registers and public
information  systems, the maximum number of
potentially affected persons is around 3 million.

In 2020, the majority of personal data breaches occurred
on websites or in information systems. According to the
nature of personal data breaches, there are no doubts that
in Lithuania confidentiality breaches (165 cases) prevail;
in 16 cases, breaches were related to lost data integrity;



in 18 cases, breaches were related to data accessibility/
availability breaches. The majority of breaches occurred
due to human error. Namely this is a signal that employees
must be regularly instructed and trained on work with
personal data.

According to the categories of personal data the security of
which was breached, personal data confirming the identity
of a person (name, surname, e-mail etc.) prevail (in 2020,
in total 94 cases), login data and/or person identification
numbers were affected 12 times, special categories of
personal data were affected 7 times, other data (financial,
credit history data or a combination of personal data of
several categories) were affected 57 times.

The activities of the Inspectorate are directly related to cyber
security where cyber incidents directly related to personal
data and privacy breaches are investigated. In 2020, 24.6% of
personal data breachesassessed by the Inspectorate were also
cyber incidents. In the light of the fact that the Inspectorate is

one of authorities implementing the cyber security policy in
Lithuania, the Inspectorate contributed to preparation of the
National Cyber Security Status Report 2020.

Part of cyber incidents from all personal data
breaches in 2020

24.6%

Rainfall disturbed operation of the Centre of Register

In 2020, one of the most serious personal data breaches
in Lithuania occurred in the State Enterprise Centre of
Registers when water pervaded through cracked structures
of the building and flooded the server stations on the
lower floor of the building and resulted in a long-lasting
disruption of operation of the equipment in the server
station and non-accessibility of data in the servers and a
threat to its integrity.

Restoration of the activities and data of other registers and
information systems except for e-health system by the
State Enterprise Centre of Registers did not exceed the
allowed time of non-operation set forth in the legislation.
Nevertheless, in the course of restoration of operation and
data of the e-health system major difficulties and technical
problems were faced because the Centre of Registers was
not properly prepared for ensuring the importance and
criticality of data stored in the registers and information
systems corresponding to the personal data security level.

PRIOR CONSULTATIONS

In 2020, greater activity of data controllers in addressing the
Inspectorate for a prior consultation was noticed. In 2020,
in total 8 requests were received and 6 decisions on the
requests were taken in 2020 and, in two cases, decisions
were takenin 2021.1n one case, examination of a request for
prior consultation was terminated; in one case, a request for

The premises (serverstations) did not meet the requirements
for high reliability and protection against physical threats
applicable to the data centres; therefore, as there were
no reliable backup systems, it was impossible to ensure
such reliability level which would enable uninterrupted
operation of registers and information systems and ensure
resistance to disturbances.

At the beginning of 2021, the investigation was finished
and the Inspectorate imposed a fine amounting to EUR 15
thousand on the State Enterprise for the detected breaches
of Article 32(1)(b) and Article 32(1)(c) of the GDPR, i.e. a
failure to ensure continuous integrity, accessibility and
resistance of data processing systems and services and a
failure to restore the conditions and possibilities for use of
data in case of a physical or technical incident within the
time limit set forth in the legislation.

prior consultation was refused; in 4 cases, after examination
of requests, the Inspectorate provided recommendations.

The refusal to accept the request for prior consultation was
determined by the amended Rules for Provision of Prior
Consultations providing for the duty to submit a request



of the binding form when addressing the Inspectorate?. It
is often noted that data controllers do not see a difference
between the duty to address for a prior consultation and the
right to consult the Inspectorate; therefore, before applying
for prior consultations, they do not analyse the personal
data processing process for which the Inspectorate is
address in relation to a prior consultation in detail, do
not obtain an opinion of the data protection officer etc.
In one case, the Inspectorate was addressed for a prior
consultation on the personal data processing jointly carried
out by police institutions and municipalities; in other cases,
the Inspectorate was addressed for use of biometrical
data, video surveillance. Besides, as in 2020 COVID-19
pandemic was declared in Lithuania, the Inspectorate was
also addressed for a prior consultation on use of thermal
imaging cameras. The Inspectorate did not prohibit such
processing but provided recommendations allowing to
harmonise personal data processing with the requirements

EXAMINATION OF COMPLAINTS

The number of complaints received by the Inspectorate
constantly increases (see Table 3).1n 2020, 1,083 complaints
were received, 962 complaints were examined. Breakdown

of the GDPR (recommended that a thermal imaging camera
should operate only in real time, i.e. collected and displayed
on the monitor only such persons (their images and
temperature indicator) whose body temperature indicator
is higher in real time without saving such data in read-only
memory; it also recommended to enable a person with
higher body temperature to use additional temperature
measuring measures; in case of engagement of a data
processor, the Inspectorate recommended to conclude a
data processing agreement meeting the requirements of
Article 28(3) of the GDPR with him; it recommended to
discontinue personal data processing by a thermal imaging
camera in the country if an emergency or quarantine is not
declared in the country). The above example shows that the
prior consultation procedure requires considerable human
resources of the supervisory authority for expert evaluation;
besides, the process lasts rather long.

of complaints by the data controller against whom the
complaint is lodged is provided in the table.

Breakdown of the number of received complaints and breaches detected after examination of the
complains by the area of activity of the person against whom the complaint is lodged

Areas

Breakdown of the number of
complaints received in 2020

Distribution of the number of
breaches detected in 2020

Attorneys-at-law, notaries public, bailiffs 50 6
Accommodation service providers 2 0
Insurance service providers 15 6
Electronic communication service providers 34 4
E-stores 12 5
Finance and credit institutions 49 6
Natural persons 260 34
Tourism service providers 2 0
Other suppliers of goods and service providers 286 57
Debt collection companies 28 4
Health institutions 28 1

Education and culture establishments 26 1
Law enforcement and law and order institutions 19 4
State and municipal institutions and bodies 137 32
Other 117 17

* Paragraph 4 of the Rules on Provision of Prior Consultations approved by 29 August 2018 Order No 1T-84(1.12.E) of the Director of the Inspectorate (new version of the Order: 3

September 2020 Order No 17-88(1.12.E)).



The data of the Lithuanian population survey suggests that
that people better understand their rights in the area of
personal data protection and tend to defend them. Even 81
per cent of residents of Lithuania find information on who,
how process their personal data and what personal data
is processed. Nevertheless, it is to be noted that persons
often immediately address the Inspectorate even without
exercising the right and sometimes the duty to first apply to
the data controller for exercise of their rights. In the light of
the fact that some complaints received by the supervisory
authority are related not to systematic breaches but only
to processing of personal data of individual data subjects
and the fact that such breaches are often related to the
human error, the Inspectorate analysed the possibilities
for establishment of the right of the supervisory authority
to reconcile the person who has lodged the complaint
and the person against whom the complaint is lodged
taking into account the circumstances specified in the
complaint and other related circumstances, thus, ensuring

Imposed sanctions

In 2020, after detection of breaches, the Inspectorate issued
8 recommendations, 175 instructions, 94 reprimand, drew
up 2 records of administrative offences, imposed more
than 20 fines (25) the majority of which was imposed
for a failure to cooperate with the Inspectorate during
the investigations carried out by the Inspectorate on
organisations. Organisations failed to provide or attempted
to conceal information necessary for investigation.

In 2020, a fine in the amount of EUR 15,000 was imposed

quick complaint examination process and the principle of
economy of the activities of the supervisory authority.

In 2020, the highest number of breaches detected after
examination of complaints lodged by persons were related
to:

Collection of personal data from public registers and
information systems — 144;

Disclosure of personal data — 57;
Video surveillance — 36;

Right to access data - 32;

Collection of personal data — 28;
Direct marketing - 28;

Personal data of debtors — 11;

Right to object to data processing - 9;
Right to be forgotten - 7.

on a public sector institution for breaches of Article 5 of the
GDPR, i.e. inability to implement appropriate technical and
organisational measures, i.e. ensure accuracy of processed
personal data when processing personal data of the parents
of an adopted child.

In 2020, a fine in the amount of EUR 8,000 was imposed on
a company for recording a video record in public transport
buses breaching Articles 5, 13, 24 and 35 of the GDPR.

A fine for improperly processed personal data of the parents of an adopted
child was imposed according to the GDPR

Inspectorate imposed an administrative fine in the
amount of EUR 15 thousand on Vilnius City Municipality
Administration (hereinafter referred to as the “Municipality
Administration”) for for improperly processed personal data
of the parents of an adopted child, i.e. for infringements
of the GDPR. The fine was imposed for infringements
of Articles 5(1)(d) and 5(1)(f) of the GDPR, i.e. a failure to
implement appropriate technical and organisational
measures, thus, failing to ensure the accuracy of processed
personal data when processing personal data of the parents
of the adopted child.

Having carried out an investigation, the Inspectorate has
determined that when filling in an application for education
of the adopted child in the Centralised Application
Submission and Population Information System (hereinafter
referred to as the “IS") of the Municipality Administration,
the applicant indicated his data; nevertheless, according to
the agreement between the Municipality Administration
and the State Enterprise Centre of Registers providing for
that the data in the IS shall be automatically updated on a
monthly basis, when the data in the IS was automatically
updated, the contact personal data of the applicant was
updated andreplaced with the contact data (e-mail address)



of one of the biological parents of the child available in the
Population Register of the Republic of Lithuania (hereinafter
referred to as the “Population Register”).

Inspectorate in its decision whereby a fine was imposed
on the Municipality Administration has pointed out that,
in a particular case, such contact personal data as e-mail
address irrespective of whether it is indicated in the
Population Register or not and, if such data is indicated
in the Population Register, such data may at any time be
changed by the person and only the data subject should
change it and the data controller should not arbitrarily
update the data on the basis of information available at
the State Enterprise Centre of Registers. Even more so, in
this case, there were no grounds for concluding that after

update of data, namely the contact data of the applicant
has been obtained from the Population Register, since data
was updated not even on the basis of the applicant’s data
indicated in the State Enterprise Centre of Registers but on
the data of the child although it is not the child but the
applicant who is a party to the education agreement. Thus,
when processing the e-mail address of the third party (one
of the biological parents of the child) as the contact data
of the applicant, the Municipality Administration has failed
to implement appropriate organisational and technical
measures; thus, failing to ensure the principle of accuracy
of processed personal data and breached Articles 5(1)(d)
and 5(1)(f) of the GDPR. More information>>

2020 court judgements concerning the cases of the persons’ complaints

investigated by the Inspectorate

The Inspectorate summarised the court judgements
examining the cases concerning the persons’ complaints
investigated by the Inspectorate. A summary of 21 court
judgements which became final till 31 December 2020
including 10 judgements of Vilnius Regional Administrative
Court which were not appealed against under appellate
procedure and 11 judgements of the Supreme
Administrative Court of Lithuania was provided.

15 cases resulting in declaration of the judgements unlawful
and upholding them by the Inspectorate; in 4 cases,
decisions of the Inspectorate were partially upheld and
other decisions were annulled; in two cases, the decisions
of the Inspectorate were annulled and a complaint was
referred to re-examination. For more details summary in
Lithuanian>>


https://vdai.lrv.lt/uploads/vdai/documents/files/2020%20Fine%20for%20improperly%20processed%20personal%20data%20of%20the%20parents%20of%20an%20adopted%20child%20(public).pdf
https://vdai.lrv.lt/uploads/vdai/documents/files/2020%20m_%20Teismu%20sprendimai%20del%20VDAI%20tirtu%20atveju%202021-03-02.pdf
https://vdai.lrv.lt/uploads/vdai/documents/files/2020%20m_%20Teismu%20sprendimai%20del%20VDAI%20tirtu%20atveju%202021-03-02.pdf
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International activity indicators

Before entry into

Activity force of the GDPR After entry into force of the GDPR
2017 2018 2019 2020

Involvement in the activities of the

Board and other international working 0 24 32 95

groups

Prepgrgd responses to international 7 10 60 %0

enquiries

Opinion expressed on the positions

or remarks of Lithuania on the EU 48 70 46 67

proceedings

Examination of the Binding Corporate 15 13 61 153

Rules (BCR)

Taking into account the mandatory operational
contribution of national supervisory authorities to the
Board and its subgroups, the Inspectorate started active
international activity at the Board and cooperation
with supervisory authorities of other Member States.
For example, the Inspectorate was actively involved in
coordination of the draft binding corporate rules, takes part
in their review, draws up the draft opinions of the Board
on them, is involved in the activities of other subgroups
of the Board and other international working groups
in which the documents (opinions, guidelines etc) are
drawn up and coordinated, exchanges its opinions with
other EU supervisory authorities (through the supervision
information system IMI or using the internal tool of the
Board intended only for the supervisory authorities of
the Member States, i.e. Confluence), cooperates with the
Member States of the EU and the European Economic Area
in examination of complaints by applying the consistency
mechanism.

TheBoardpublishesopinions,guidelines,recommendations
and best practice with a view to increasing common
understanding of the GDPR in Member States. The afore-
mentioned activities are detailed in the Board Work
Programme 2019/2020% Furthermore, generally the
methodical information is translated into the languages
of EU Member States. The Inspectorate also contributes to
translation of documents into the Lithuanian language. The
supervisory authority of each Member State is responsible
for revision of translations. A translation is not published
without such revision. The Inspectorate actively contributes
to such activities so that translations of the documents of
the Board were accessible to organisations and people of
Lithuania. In 2020, even 36 translations of the documents
of the Board were edited.

4 EDPBWork Programme 2019/2020, https://edpb.europa.eu/sites/edpb/files/files/file1/edpb-2019-02-12plen-2.1edpb_work_program_en.pdf).



Performance indicators of the Inspectorate in 2020

INTERNATIONAL ACTIVITIES

H{ﬁ Meetings of the European Data Protection
Board and its subgroups ———————— 74

H{-< Meetings of other international working groups — 21
@) Number of examined Binding Corporate Rules — 153
H{% Responses to enquiries —————— 90
@) Examined LINESIS documents ——— 67

PROVIDED CONSULTATIONS

The most common:

on lawfulness of personal
data processing

on application of the
GDPR, the LLPPD and the - O-cC
competence of the on video
Inspectorate surveillance

AWARENESS OF THE GDPR

Percentage of the residents of Lithuania who
have heard about the General Data Protection
Regulation (GDPR) according to nationally
representative survey in 2020 (N=1009).

{3

Percentage of the residents who have
heard about the GDPR by the occupation:

Top-medium level management 89 %;
Specialists, servants 8
Housemakers 8
Workers, technical staff 7'

Unemployed 71 %

Small business entrepreneurs 69 %)

Farmers 63 %)

Pensioners 60 %

Students, schoolchildren 56 %;

2020

PERCEPTION OF PRIVACY

of respondents think that it is important
or very important who and how
processes their personal data and what
type of personal data is processed.

NEED FOR PRIVACY

Percentage of respondents who consider the following
personal data as private or highly private:

Personal identification number — 89%
Fingerprints — 89%

Health data — 78%

Income — 75%

Face photos — 74%

Committed infringements — 70%
Home address — 67%
Telephone number 62%
Position held at work 40%

INSPECTORATE’S PROJECTS

Developed
mobile
application

Raising public awareness, education and consultation of personal data and privacy protection

Activity

Provided consultations

Before entry into
force of the GDPR

After entry into force of the GDPR

2017 2018
5,697 6,298

2019 2020
4,568 5494

Prepared public information tools

136 233

171 172

Drawn up methodological documents

6 10

20 15

Attended meetings with public and
private sectors

69 93

88 43

Delivered reports at the events

33 63

31 39

Number of attendees of the events

1,963 4,720

1,756 2,883

21
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SolPriPa project

In September 2020, the 2-year European project SolPriPa
“Solving Privacy Paradox - Promoting High Standards
of Data Protection as a Fundamental Right and Central
Factor of Consumer Trust in Digital Economy” which was
implemented by the Inspectorate and Mykolas Romeris
University and contributed to awareness raising of
enhancement of personal data protection in Lithuania was
finished. According to the data of the representative survey
carried out in 2020, 73 per cent of residents of Lithuania
were aware of the GDPR.

The project of promotion of high personal data protection
standards of Lithuania was partially funded in accordance
with the European Union Rights, Equality and Citizenship
Programme (2014-2020).

In implementation of the project, the following objectives
were achieved: institutional and organisational capacities
of the project partners were improved; the organisations
were promoted to improve business management in
the area of personal data protection; public awareness
of data protection related projects was increased; public
understanding that abuse of personal data cannot be

“ADA gidas” is a free mobile
application on personal data
protection accessible to everyone

"ADA gidas” is an interactive information dissemination
platform which is useful to everyone dealing with personal
data protection and the GDPR issues. The tool is intended
for organisations processing personal data, people who
want to better understand their rights in the area of
personal data protection and how to defect them.

The mobile application promotes not only public awareness
of personal data protection but also involvementin personal

tolerated was increased; social solidarity and youth
citizenship competence building necessary for active
and responsible participation in the constantly changing
society were promoted.

The following awareness raising measures were prepared
for the main target groups of the project SolPriPa, namely,
representatives of small and medium-sized business, star-ups,
healthcare and media sector and youth and elderly people:

7 guidelines for organisations and people;
7 leaflets;

17 seminars on awareness raising in the area of personal
data protection;

Video competitions for youth;

Remote conference with 700 participants in the life
broadcast;

A set of articles on personal data protection in the
scientific article Jurisprudence (Jurisprudencija) (2020
m., No 2, volume 27);

Mobile application “ADA gidas”.

Continuity of the project. In 2020, an application for a
new project was submitted to the European Commission
and funding was granted, in February 2021 a two-year
project SolPriPa 2 WORK the project partners of which, i.e.
the Inspectorate and Mykolas Romeris University, will help
different target groups to develop and deepen knowledge
about personal data protection was started. Particular
attention was paid to the tasks of data protection officers
and personal data protection issues in the context of
employment relationship.

data protection supervision activities. “ADA gidas” contains
the heading “Your opinion” intended for everyone wishing
to contribute to personal data protection supervision in
Lithuania. It enables to anonymously share own views and
insights concerning personal data processing in the market,
worrying or exemplary cases of personal data processing.
The provided information will help the Inspectorate to
carry out personal data protection supervision activities,
observe the situation in Lithuania, assess the arising risks,
plan inspections.

In the light of the fact that occurrence of a personal data
breach may have particularly adverse consequences to
people and organisations, when creating the content of
"ADA gidas’, particular attention has been paid to personal
data breaches. A special test which will help to decide if,
in the case in question, a notification of occurrence of a
breach should be given to the Inspectorate was created in
the test heading of the application "ADA gidas".

The mobile application “ADA gidas” contains SolPriPa
project guidelines on personal data protection for data
subjects, youth, elderly people, small and medium-sized
business, start-ups, healthcare sector, media sector and


https://vdai.lrv.lt/en/solpripa-project
https://www3.mruni.eu/ojs/jurisprudence/
https://vdai.lrv.lt/en/solpripa-2-work-project
https://vdai.lrv.lt/lt/naujienos/ada-gidas-mobilioji-programele-skirta-informacijos-sklaidai-apie-asmens-duomenu-apsauga

leaflets “Personal data protection in Lithuania. What
institutions could help?”, “Rights in the area of personal
data protection’, “Security of personal data in the internet’,
“Video surveillance’, “Direct marketing and personal

CONSULTATIONS

In 2020, the Inspectorate actively consulted persons and
organisations on application of the GDPR and rights to data
protection. In 2020, 71 consultations were provided to data
protection officers, 2,206 consultations were provided to
people, 3,206 consultations were provided to companies
and public institutions.

Breakdown of consultations provided in 2020:

283 1003

By official letter By e-mail

The majority of questions asked by people were related to:

I 454 | awfulness of personal data processing;
354 \/ideo surveillance;

mmm 350 Lodging of a complaint;

mm 251 Exercise of rights;

mmm 2380 Application of the GDPR and the Law on Legal
Protection of Personal Data and the competence
of the Inspectorate;

I 108 Processing of personal data of employees;
53 COVID-19.

METHODOLOGICAL INFORMATION

data protection’, “Personal data protection in the media”
Prepared podcasts and articles in the media are published
in the application "ADA gidas”.

Taking into account the need for information, the
Inspectorate prepared relevant  methodological
information.

44

At the Inspectorate

4111

By telephone

The majority of enquiries by different organisations
were related to:

I 571 Application of the GDPR and the Law on
Legal Protection of Personal Data and the competence
of the Inspectorate;

mmmm 423 Lawfulness of personal data processing;
mmmmm 382 Lawfulness of provision of personal data;
. 294 Video surveillance;

I 278 Processing of personal data of employees;

mmm 180 Application of the conditions of personal data
processing;

I 146 Data protection officer;
174 COVID-19.

In 2020, in pursuance of reducing the number of individual enquiries and providing more detailed information on relevant
issues to large groups of parties concerned, the Inspectorate paid major attention to preparation of methodologjical
information which is useful both to data controllers and data subjects. 5 FAQs, 4 recommendations, 4 guidelines and 2

leaflets were prepared.

The methodological documents prepared by the

Inspectorate in 2020 include:

Guidelines “Data Protection by Design and by Default
Throughout the Information System Life-Cycle”

Guidelines for the Evaluation of Requests for Provision of
Personal Data

Guidelines on Processed Personal Data Security
Measures and Risk Assessment for Data Controllers and
Data Processors (version 3)

FAQ. Procedure of the Binding Corporate Rules (BCR)

FAQ. Important information on transfer and receipt of
personal data to/from the United Kingdom of Great
Britain and Northern Ireland

FAQ. How to assess what are similar own goods or
services?

FAQ. Is a data protection impact assessment mandatory
where personal data is processed in accordance with
Article 6(1)(c) of the GDPR (legal obligation)?

23
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Guidelines on Data Protection by Design and by Default

The Inspectorate drew up the Guidelines “Data
Protection by Design and by Default Throughout the
Information System Life-Cycle”. The guidelines will help
personal data controllers and processors to understand and
observe the requirements for data protection by design
and by default throughout the life-cycle of the information
system.

The guidelines are intended for the producers of information
systems or separate software, hardware: information
technology project managers, information technology
architects, programmers, testers, data protection officers
and other persons who are involved in development of

information systems in which personal data is processed.

The information system life-cycle includes all changes in
the status of the system from the moment of determination
of the grounds for its establishment to the end of its
operation, i.e. initiation, creation, operation, modernisation,
liquidation of the information system. The concept of life-
cycle defined in the guidelines is also applicable to separate
development of the software or hardware. For more details,
see: Data Protection by Design and by Default Throughout
the Information System Life-Cycle >>

Guidelines for the Evaluation of Requests for Provision of Personal Data

Taking into account the enquiries for lawfulness of received
requests for provision of personal data (hereinafter referred
to as the “Requests”) and the criteria in accordance with
which it should be evaluated in the Requests may be
satisfied, the Inspectorate drew up the Guidelines for the
Evaluation of Requests for Provision of Personal Data which
describe:

Criteria for evaluation of provision of personal data;
Terms and conditions of lawful personal data processing;
Cases when the GDPR is not applicable;

Guidelines on Assessment of Personal

Data Security Measures and Risk

TheInspectorate prepared the third version of the Guidelines
on Processed Personal Data Security Measures and Risk
Assessment for Data Controllers and Data Processors.

The guidelines will help to assess the relevant threats to
personal data security and implement appropriate security
measures. When developing (introducing) or assessing the
existing organisational and technical security measures,
organisations must fully consider the nature, scope, context
and objectives of personal data processing and the risk
related to threats to the rights and freedoms of natural
persons. Articles 24 and 32 of the GDPR oblige organisations
to carry out a risk assessment in all cases.

The afore-mentioned guidelines were prepared in
accordance with the ENISA recommendations, SO
standards LST ISO/IEC 27001:2017 and LST ISO/IEC
27002:2017. The third version was supplemented with
ISO standard ISO/IEC 27701:2019 “Security techniques —
Extension to ISO/IEC 27001 and ISO/IEC 27002 for privacy
information management — Requirements and guidelines”

Provision of personal data to law enforcement authorities;
Provision of personal data to attorneys-at-law.

The draft guidelines were uploaded to the website of the
Inspectorate for public consultation. This helped to assess
the likely impact of the guidelines on the activities of data
controllers (data processors). In the future, it is planned to
extend the scope of the guidelines to other groups of the
recipients of data.

dated 2019. ISO standards are based on organisation risk
management and personal data protection is assessed as
a part of organisation security; meanwhile, security of the
GDPR is only one of personal data protection components
and risk is assessed taking into account the impact on
human rights and freedoms.

Other methodological measures were prepared with a view
to ensuring proper personal data management during the
period of COVID-19 pandemic; thus, they are detailed in the
following section.


https://vdai.lrv.lt/uploads/vdai/documents/files/Pritaikytoji_ir_standartizuotoji_apsauga_IS_gyvavimo_cikle_2020-12.pdf
https://vdai.lrv.lt/uploads/vdai/documents/files/Pritaikytoji_ir_standartizuotoji_apsauga_IS_gyvavimo_cikle_2020-12.pdf
https://vdai.lrv.lt/uploads/vdai/documents/files/VDAI_saugumo_priemoniu_gaires-2020-06-18.pdf
https://vdai.lrv.lt/uploads/vdai/documents/files/VDAI_saugumo_priemoniu_gaires-2020-06-18.pdf
https://vdai.lrv.lt/uploads/vdai/documents/files/VDAI_saugumo_priemoniu_gaires-2020-06-18.pdf

Assistance provided by the Inspectorate to people and organisations in
processing of personal data during the period of COVID-19 pandemic

In 2020, both people and organisations had questions about
personal data processing during COVID-19 pandemic. 18
per cent of residents of Lithuania consider that personal
data protection requirements were less observed during
the pandemic. The data of the Lithuanian population
survey in response to the question "How do you assess
personal data processing during the period of COVID-19
pandemic?”:

44 per cent of the respondents considered that personal
data processing has not changed;

26 per cent of the respondents did not have an opinion/
could not answer;

12 per cent of the respondents believed that the
requirements were better observed;

18 per cent of the respondents considered that the
requirements were less observed.

In 2020, the Inspectorate helped to deal with different
personal data processing issues in relation to COVID-19. A
special heading COVID-19 and GDPR was created on the
website of the Inspectorate so that all information could
be more conveniently found in one place. A link to the
heading is also made available on the mobile application

"ADA gidas” If necessary, information under the heading is
supplemented and in 2020 the following information was
published:

Relevant aspects of personal data processing in relation
to COVID-19

Registration of persons for the purposes of
implementation of COVID-19 disease prevention and
control measures

Three steps to remote training organisation

Recommendation on processing of personal data of
employees in organisation of remote work

Processing of health data o employees after entry into
force of the amendments to the Labour Code related to
the quarantine

Recommendation on personal data processing aspects
in remote provision of healthcare services

Lawful sending of SMS to persons returning from abroad
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Instruction to temporarily suspend
the application “Karantinas”
(Quarantine) due to possibly
improper personal data processing

In May 2020, the Inspectorate started monitoring of the
application “Karantinas” due to personal data processing.
The supervisory authority started monitoring actions
in implementation of the GDPR and in response to the
information in the media in relation to personal data

PUBLIC AWARENESS RAISING

In 2020, the Inspectorate paid major attention to the spread
of information on the carried out activities, functions, put
forward comments on different situations, data breaches
in public and private sectors through different public
information channels and by different public information
means:

processing in the mobile application “Karantinas’ The
Inspectorate evaluated the information collected during
the monitoring and determined that personal data
processing in the application may breach the principle
of accountability set forth in Article 5(2) of the GDPR
which constitutes grounds for assessment of conformity
of personal data processing with other personal data
processing principles provided for in Article 5(1) of the
GDPR. Personal data processing without observing the
afore-mentioned principles poses a potential threat that
the rights of the data subjects would not be properly
exercised. Taking into account the results of the monitoring,
the Inspectorate on its own initiative initiated an inspection
and took a decision to suspend personal data processing
by the afore-mentioned application.

In February 2021, the Inspectorate imposed a fine in the
amount of EUR 12,000 on the National Public Health Centre
for the breaches of Articles 5, 13, 24, 32, 35 and 58(2)(f)
of the GDPR and a fine in the amount of EUR 3,000 was
imposed on [T sprendimai sékmei UAB which developed
the application for breaches of Articles 5, 13, 24, 32 and 35
of the GDPR.

105 responses to enquiries;

42 news on the website;

13TV interviews or broadcasts;
12 radio interviews or broadcasts;
5 press releases;

Etc.

Cooperation with other organisations with a view to raising awareness of

personal data protection

In 2020, the Inspectorate continued its cooperation with
Mykolas Romeris University in order to promote students
of the university to take interest in personal data protection
as their own right and as a topic chosen for profession or
acquisition of additional competences. The Inspectorate
contributed to the Law Olympiad organised by Mykolas
Romeris University, the essay competition “A Person
Without Privacy Is a Person Without Dignity” organised on
the initiative of one lecturer, delivered several lecturers to
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studies of different study areas, participated in the events
organised by the university.

In the light of the fact that the supervisory authority
finds contributing to development of personality and
other competences important and has considerable
knowledge about personal data protection, in June
2020, the Inspectorate signed a cooperation agreement
with another university, i.e. Kazimieras Simonavicius



University. As of the beginning of application of the GDPR,
data protection has become a real challenge in all areas
of professional life; thus, the Inspectorate supports the
initiatives which help organisations to ensure the person’s
right to data protection and attraction of new specialists
by the Inspectorate itself. The Inspectorate in cooperation
with Kazimieras Simonavicius University will contribute
to such activities of the university as researches, studies
and analyses, apprenticeship for students, organisation of
events etc. through development of competences in the
area of personal data protection.

Taking into account the fact that, in addition to the
Inspectorate, there is another personal data protection
supervisory authority in Lithuania, i.e. the Office of the

What Residents of Lithuania Think
about Personal Data Protection

At the order of the Inspectorate, at the end of the year 2020
Spinter tyrimai carried out a survey of more than 1,000
residents of Lithuania. The survey has disclosed that the
society is concerned with personal data protection and
leniency towards the infringers in this area has deceased.

Students and schoolchildren are more vulnerable.
According to the survey, 73 per cent of the Lithuanian
population are aware of the legal acts protecting the
human rights and establishing the duties of organisations
in relation to personal data duties, i.e. the GDPR. The afore-
mentioned percentage has remained stable already for

Inspector of Journalist Ethics (hereinafter referred to as
the"OlJE"), in 2020, the Inspectorate also cooperated with it
in carrying out its activities. The area supervised by the OlJE
is personal data processing for journalistic purposes and
for the purposes of academic, artistic or literary expression
which raises questions, in particular, to different institutions
providing information to the media or publishing
information through various information dissemination
platforms. In order to help organisations to receive full
information on personal data protection, the Inspectorate
invited colleagues from the OIE to take part and deliver
reports in the events organised by the Inspectorate. The
Inspectorate also participated in different workshops with
institutions and public organisations.

three years. The managers and specialists and servants are
best informed, whereas students and schoolchildren are
those who heard about the GDPR the least. The analysis
of the survey has also shown that the respondents who
earn higher income and have higher education are more
familiar with the GDPR.

Personal identification number and fingerprints are
strictly private. The population are rather sensitive to
their privacy. The personal identification number and
fingerprints are strictly private data to nine of ten residents.
Then, data on health, income, facial image, home address
are in the second place by privacy and the telephone
number and information on the position held are least
private. Managers and housewives/homemakers have the
highest need for privacy.
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Entrusting own data to the police. The majority (81 per
cent) of the Lithuanian population consider who and how
processes their personal data and what their personal
data is processed important. Nevertheless, the majority of
residents trust that public institutions such as police, the
State Tax Inspectorate and the State Social Insurance Fund
Board properly process their personal data. Banks are also
highly trusted. The respondents have much lower trust
in private organisations (telecommunication companies,
traders and quick credit companies). In 2020, trust in traders
has declined most, whereas trust in banks has increased.

Leniency too the infringers has decreased.
Approximately 13 per cent of residents state that they faced
improper processing of their personal data in recent years.

Drawing up and harmonisation of legal acts

Activities

Before entry into

The survey has shown that, in case of an infringement, more
than a half of the residents (54 per cent) not only wanted
that the infringer (company or institution) improved but
also were punished. As compared with the results of the
survey carried out in 2019 (36 per cent), it is evident that
the society’s leniency to the infringers has decreased.
Nevertheless, the residents not always address the State
Data Protection Inspectorate in order to protect their right
to personal data protection although even 65 per cent
of the residents of Lithuania are aware of the supervisory
authority, i.e. the State Data Protection Inspectorate, and
57 per cent of the residents of Lithuania are aware that the
latter protects their rights.

After entry into force of the GDPR

force of the GDPR
2017 2018 2019 2020
Harmonised legal acts 328 623 630 662
Drawn up legal acts 7 17 23 6

In 2020, involvement of the Inspectorate in law-making
activities constituted a significant part of its activities.
During the reporting period, 662 draft legal acts of other
institutions were harmonised, 6 orders of the Director of
the Inspectorate related to supervision were drawn up and
approved, 16 proposals were prepared, opinions were put
forward and assignments in relation to draft legal acts were
fulfilled. 5 public consultations on draft legal acts were held.

During the reporting period, the total number of
harmonised draft legal acts was as follows:

Laws — 164;
Resolutions of the Government — 130;
Regulations of information systems — 162;
Regulations of the registers — 53;
Orders — 109;
Other legal acts — 44.
In pursuance of promoting to maintain high data

protection standards, the Inspectorate the draft legal
acts concerning fight against the coronavirus COVID-19

pandemic presented to it and made remarks and proposals
in relation to them as a matter of urgency. Nevertheless,
when harmonising the draft legal acts not related to
the coronavirus COVID-19 pandemic, the Inspectorate
has noticed the trend to often harmonise legal acts as a
matter of urgency without supporting such urgency in
their supporting documents what has led to concerns as
to potential impact on proper quality of evaluation of the
draft legal acts and, after all, the draft legal acts. The fact
that the legislators never actually carry out an assessment
onimpact on data protection although such practice could
help the legislators to identify possible risks associated to
personal data processing in advance and at the same time
establish risk management measures seems also worrying.

Nevertheless, some law-making was possible, for example,
the Inspectorate provided methodological assistance to
the Ombudsperson for Academic Ethics and Procedure
of the Republic of Lithuania on the Guidelines on the
Assessment of Conformity with Research Ethics which were
later approved by him and which, inter alia, also consider
the aspects of personal data in researches.



In 2020, the Inspectorate was notified of appointment of
456 data protection officers.

During the entire period of application of the GDPR, i.e.
2018-2020, the Inspectorate was notified of appointment
of 2,525 data protection officers. 1,405 data protection

Statistics of data protection officers

officers were appointed in the public sector, 1,118 data
protection officers were appointed in the private sector
and 2 data protection officers were appointed by natural
persons. Below is provided a breakdown of data protection
officers whose appointed was reported by the type of
activities.

2018-2020 Only in 2020
Total 2,525 456
Type of activity 2018-2020 Only in 2020
Other activity related to goods and services 741 89
Education and culture 714 254
Activity of state and municipal institutions 326 19
Health services 296 19
Finance and credit activity 127 20
Other 321 55

Two years of experience of supervision and monitoring of
application of the GDPR and the results of performance
allow concluding that the Inspectorate successfully
achieved that both data controllers and data subjects
had basic knowledge about their rights and duties in
the area of personal data protection. In the future, the
Inspectorate is planning to further promote the culture
of respect to personal data in the society, in particular,
by increasing knowledge, competences and skills of the
parties concerning in the area of personal data protection
with a view to ensuring proper implementation of personal
data processing rules set forth in the GDPR and effective
personal data protection.

In the light of the above, the activity properties of the
Inspectorate for the years 2021-2023 are as follows:

1. Increasing the knowledge, competences and skills of
data controllers, data protection officers and data subjects

in the area of personal data protection.

2. Contribution in increasing trust in personal data
processing by the public sector.

3. Strengthening of international cooperation in the area of
personal data protection.

Itis to be noted that the activity priorities of the Inspectorate
forthe period 2021-2023 will contribute to implementation
of the strategic objectives of the State set forth in the
National Progress Plan for 2021-2030 approved by Order
No 998 of the Government of the Republic of Lithuania
of 9 September 2020 “On the Approval of the National
Progress Plan for 2021-2030" namely, to increase inclusion
and efficiency of education with a view to meeting the
needs of a person and society (objective 3), to enhance the
effectiveness of the legal system and public governance
(objective 8), to strengthen the influence of Lithuania in the
world and relations with diaspora (objective 9).
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2020 m. VALSTYBINES
DUOMENU APSAUGOS
INSPEKCIJOS ASMENS
DUOMENU APSAUGOS
PRIEZIUROS LIETUVO]JE
APZVALGA



VALSTYBINES DUOMENUY APSAUGOS
INSPEKCIJOS VADOVO ZODIS

2020 m. Valstybinei duomeny apsaugos inspekcijai (toliau —
Inspekcija), vienai is Lietuvos asmens duomeny apsaugos
priezilros institucijy, kaip ir daugeliui kity organizacijy,
buvo isskirtiniai dél prasidéjusios pasaulinés koronaviruso
COVID-19 pandemijos. Kovo ménesj Lietuvoje paskelbus
karanting ne tik Inspekcijai teko organizuoti savo veikly
darbui nuotoliniu bldu, taciau reikéjo padéti ir patarti
tiek valstybés institucijoms, tiek privataus sektoriaus
atstovams, kaip organizuoti savo veikla nuotolinémis rysio
priemoneémis siekiant islaikyti aukstus asmens duomeny ir
privatumo apsaugos standartus. Mety pradzioje prasidéjusi
ir vis dar besitesianti pandemija kélé vis naujy asmens
duomeny tvarkymo issakiy.

2020 m. asmens duomeny apsauga ne tik kad neprarado
savo svarbos, bet tapo dar labiau aktualesné. Tam jtakos
turéjo pandeminé situacija salyje, dél kurios, atsizvelgiant
j asmens duomeny apsaugos reikalavimus, buvo batina
valstybéje priimti nemaza skai¢iy su tuo susijusiy teises
akty, daug veikly buvo skaitmenizuojamos, daugybé
Zmoniy, privataus ir viesojo sektoriaus organizacijy persikélé
j nuotolines bendravimo ir veiklos platformas. Nuolatos
dalyvavome nuotoliniuose susitikimuose, renginiuose,
derinome darbotvarkes, teikéme tarnybine ir metodine
pagalba, bendravome su Ziniasklaida, keitémeés informacija,
net ir laisvalaikj leidome pasitelke skaitmenine jrangg -
sportavome, keliavome, lankéme muzigjus, Sventéme

gimtadienius. Tvarkomy asmens duomeny apimtys
staiga isaugo ir, tikétina, Si nauja realybé j buvusia padét]
nebesugrjs.

Pandemijos nulemtas skaitmenizacijos proverzis tuo paciu
kelé ir vis dar tebekelia nemazai isstikiy bei riziky asmens
privatumui ir asmens duomeny apsaugai, todél kylancios
rizikos turéjo bati suvaldytos i$ pat pradziy uztikrinant
asmens duomeny apsaugos principy pritaikyma siekiant
tolesnio tvaraus skaitmenizacijos procesy vystymosi. Siuo
tikslu aktyviai veiké ir visy Europos Sajungos (toliau — ES)
valstybiy nariy priezidros institucijas vienijanti Europos
duomeny apsaugos valdyba (toliau - Valdyba), kuri
nedelsiant reagavo j pasikeitusia situacijg ir sutelké valstybes
nares bendriems, operatyviems sprendimams priimti.

IS principo 2020 m. vyravusi nejprasta padetis ne tik
nesumazino, bet ir iSplété Inspekcijos veiklos apimtis ir
reikalavo greity sprendimy ir darby. Taigi, Inspekcija 2020 m.
vykdé savo, kaip asmens duomeny apsaugos priezilros
misija — ginti Zmogaus teise j asmens duomeny apsauga.

Valstybinés duomeny apsaugos inspekcijos direktorius
Raimondas Andrijauskas

LT
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Asmens duomeny apsauga - tai teisiniy, techniniy ir
organizaciniy priemoniy visuma, skirta apsaugoti asmens
duomenis nuo neteiséto, atsitiktinio ar netinkamo asmens
duomeny tvarkymo. Teisé | asmens duomeny apsauga
yra viena i$ pagrindiniy Zmogaus teisiy, priskiriamy prie
moderniy teisiy, badingy issivys¢iusioms salims, ypac
aktuali skaitmeniniame amZiuje, kai technologijos suteikia
neribotas galimybes tvarkyti asmens duomenis dideliais
kiekiais. Demokratingje teisinéje visuomenéje svarbi
pusiausvyra tarp viedyjy ir privaciyjy interesy, zmogaus
teisés gauti ir skleisti informacijg bei teisés j asmens
duomeny apsauga.

2016 m. balandzio 27 d. priimtas BDAR ir 2016 m. balandzio
27 d. Europos Parlamento ir Tarybos direktyva (ES)
2016/680 dél fiziniy asmeny apsaugos kompetentingoms
institucijoms tvarkant asmens duomenis nusikalstamy
veiky prevencijos, tyrimo, atskleidimo ar baudziamojo
persekiojimo uz jas arba bausmiy vykdymo tikslais ir dél
laisvo tokiy duomeny judéjimo ir kuriuo panaikinamas
Tarybos pamatinis sprendimas 2008/977/TVR (toliau —
Direktyva (ES) 2016/680). Direktyvos (ES) 2016/680
nuostatos jgyvendintos Lietuvos Respublikos asmens
duomeny, tvarkomy nusikalstamy veiky prevencijos,
tyrimo, atskleidimo ar baudZiamojo persekiojimo uz jas,
bausmiy vykdymo arba nacionalinio saugumo ar gynybos
tikslais, teisinés apsaugos jstatymu.

BDAR pradétas taikyti 2018 m. geguzés 25 d. Juo i5 esmés
reformuota ankstesné duomeny apsaugos sistema -
persvarstytos ir naujai suformuluotos asmens duomeny
apsaugos priezitros institucijy (Lietuvos Respublikoje
viena i$ jy — Inspekcija) vykdomos funkcijos, ispléstas ES
valstybiy nariy duomeny apsaugos prieZidros institucijy
bendradarbiavimas, jtvirtintos naujos pareigos duomeny
valdytojams ir naujos teisés duomeny subjektams asmens
duomeny apsaugos srityje. Taip pat pastebétina, kad ir kiti
tarptautiniaiir ES teisés aktai, kuriy pakeitimai ir jsigaliojimas
siejami su BDAR ir asmens duomeny apsaugos reforma
ES, numato specifines duomeny apsaugos priezilros
institucijos priezidros funkcijas, kurios turi bati perzidrétos
ir tinkamai jgyvendinamos. Tam tikri Lietuvai aktualUs
aspektai jtvirtinti 2018 m. liepos 16 d. priimtame naujos
redakcijos Lietuvos Respublikos asmens duomeny teisinés
apsaugos jstatyme.

Vadovaujantis Inspekcijos nuostatais, patvirtintais Lietuvos
Respublikos Vyriausybés 2001 m. rugséjo 21 d. nutarimu
Nr. 1156 ,Dél Valstybinés duomeny apsaugos inspekcijos
nuostaty patvirtinimo’, Inspekcija yra Lietuvos Respublikos
Viyriausybés jstaiga, dalyvaujanti formuojant valstybés
politikg asmens duomeny apsaugos valdymo srityje ir ja
jgyvendinanti.

Inspekcijos paskirtis — prizidréti, kad baty apsaugotos
fiziniy asmeny pagrindinés teisés ir laisveés tvarkant asmens
duomenis bei sudarytos palankesnés salygos laisvam

asmens duomeny judéjimui ES. Inspekcijos pagrindiniai
veiklos tikslai:

Dalyvauti  formuojant  valstybeés
duomeny apsaugos srityje;

politika asmens
Vykdyti BDAR ir kity asmens duomeny apsaugos teisés
akty stebéseng ir uztikrinti jy vykdyma;

Kontroliuoti asmens duomeny tvarkyma;

lgyvendinti 1981 m. sausio 28 d. Strasbure sudarytos
Konvencijos dél asmeny apsaugos rysium su asmens
duomeny automatizuotu tvarkymu (ETS Nr. 108) ir jos
protokoly nuostatas.

Inspekcijos  veikla 2020 m. buvo organizuojama
vadovaujantis 2020-2022 mety strateginiu veiklos planu,
patvirtintu  Lietuvos Respublikos teisingumo  ministro
2020 m. kovo 6 d. jsakymu Nr. TR-73 ir metiniu veiklos planu,
patvirtintu Inspekcijos direktoriaus 2020 m. balandzio 6 d.
jsakymu Nr. 1T-40 (1.12.).

Inspekcijos funkcijos neapsiriboja vien tik BDAR taikymo
priezilra. ES teisés aktai numato, kad priezilros institucija
turi atlikti auditus jvairiose informacinése sistemose,
pavyzdziui, duomeny tvarkymo operacijy audita
nacionalingje Sengeno informacingje sistemoje, Vizy
informacinéje sistemoje ir kt.

2020 m. vieSojo sektoriaus organizacijos, kaip ir Inspekcija,
toliau atveringjo savo tvarkomus duomenis. Siuo tikslu
patvirtintas Inspekcijos direktoriaus 2020 m. rugséjo
1 d. jsakymas Nr. 17-86(1.12.) ,Dél Valstybinés duomeny
apsaugos inspekcijos duomeny atvérimo tvarkos apraso
patvirtinimo”. Atsizvelgiant j Sios veiklos masto didéjima
pastaraisiais metais, Inspekcija padéjo spresti kitoms
organizacijoms ne vieng su duomeny atvérimu kilusj
klausima. Neaiskumy vis dar esama Sioje srityje, todél
Inspekcija ir toliau imsis veiksmy, kad padéty surasti
balansa dél poreikio atverti duomenis ir asmens duomeny
apsaugos.

Inspekcija taip pat yra viena i$ institucijy, jgyvendinanciy
kibernetinio saugumo politika. Ji prisidéjo prie kibernetinio
saugumo sistemos Lietuvoje karimo priimant Kibernetinio
saugumo jstatymg, toliau prisideda prie jos tobulinimo
ir uztikrinimo  dalyvaudama  Kibernetinio saugumo
tarybos veikloje. Inspekcija kartu su kitomis atsakingomis
institucijomis, tokiomis kaip Lietuvos Respublikos krasto
apsaugos ministerija, Nacionalinis kibernetinio saugumo
centras, Lietuvos policija, Rysiy reguliavimo tarnyba,
rengia Nacionaline kibernetinio saugumo buklés ataskaita.
Kibernetinis saugumas tiesiogiai susijes su Inspekcijos
atliekama asmens duomeny saugumo  pazeidimy
nagrinéjimo veikla, kai tiriant asmens duomeny saugumo
pazeidimus prireikus bendradarbiaujama ir su Nacionaliniu
kibernetinio saugumo centru.

2020 m. Inspekcija ir toliau susidaré su i$SUkiu, kaip
jgyvendinti 2018 m. europinés asmens duomeny apsaugos



reformos numatytas naujas ar ispléstas esamas funkcijas.
Reprezentatyvaus 2020 m. Lietuvos gyventojy tyrimo
apie asmens duomeny apsauga duomenimis, apie BDAR
nustatytus reikalavimus organizacijoms ir Zmonéms
suteiktas teises Zino 73 proc. Lietuvos gyventojy. Apie
Inspekcija, kaip priezilrosinstitucija, Zino 65 proc. gyventojuy.
78 proc. gerai ir labai gerai vertina Inspekcijg teikiamas
paslaugas. Net 81 proc. Lietuvos gyventojy svarbu, kas,
kaip ir kokius jy asmens duomenis tvarko. Visuomenés
informuotumas apie asmens duomeny apsaugy ir
supratimas, kad asmens duomeny apsauga yra pamatiné
teisé ir vertybé Lietuvoje didéja. Tai auksti informuotumo
apie asmens duomeny apsaugg ir priezitros veikla rodikliai,
pasiekti didelémis pastangomis. Nors Inspekcija 2020 m.
pilna apimtimi dar nebuvo pradéjusi vykdyti tiek BDAR,
tiek kituose teisés aktuose numatyty naujy funkcijy, nes,
be kita ko, laukiama Valdybos Zingsniy, kurie buty bendrai
taikomi visy ES asmens duomeny prieZilros institucijy,
7mogiskyjy istekliy trakumas buvo kasdienéje Inspekcijos
veikloje nuolat jauc¢iama problema. Optimizavus veiklos
procesus daugelis Inspekcijos veiklos rodikliy Zymiai isaugo,
o veiklos apimtys ir toliau isliko tokios pat didelés. Be to,
dél COVID-19 pandemijos isaugus skaitmeniniy paslaugy
apimtims, asmens duomeny saugumo uztikrinimas tapo
dar aktualesnis. Inspekcija, neskaitant dar nepradéty vykdyti

Finansiniai ir Zzmogiskieji Inspekcijos istekliai

funkcijy, o tik esamai padéciai stabilizuoti buvo isreiskusi
poreikj dél 10 papildomy pareigybiy. 2019 m. pabaigoje
Inspekcijai buvo skirtos tik 6 papildomos pareigybés
(visos jsteigtos iki mety pabaigos). 2020 m. gruodZio 31 d.
duomenimis, Inspekcija veiklai vykdyti turi 38 pareigybes,
i$ jy uzimtos 31, per 2020 m. iséjo 6, o buvo priimti 7
nauji darbuotojai. 2020 m. Europos Komisijos komunikate
akcentuojama didesniy zmogiskyjy ir finansiniy istekliy
svarba asmens duomeny apsaugos prieZidros veiklai'.
Tam pritariama ir 2021 m. kovo 25 d. Europos Parlamento
rezoliucijoje.

Naujy darbuotojy paieskos procesas vyksta centralizuotai
ir mazai priklauso nuo pacios Inspekcijos pastangy.
Susiduriant su ilgu naujy darbuotojy paieskos procesu
esami darbuotojai dirba padidintu krlviu, neretai virSydami
galimybiy ribas, todél tai tampa viena i$ esminiy priezasciy,
lemianciy darbuotojy apsisprendima palikti  uzimamas
pareigas. Be kita ko, susiduriama su asmens duomeny
apsaugos specialisty trakumu rinkoje, kai pradéjus taikyti
BDAR nemazai organizacijy turi paskirti ne tik duomeny
apsaugos pareiglng, taciau samdo ir kitus asmens
duomeny apsaugos profesionalus, siekdamos uztikrinti
atitiktj BDAR reikalavimams.

Iki BDAR Pradéjus taikyti BDAR

2017 m. 2018 m. 2019 m. 2020 m.
Biudzetas (ttkst. Eur) 7293 1111,0 1118,0 1201,0
i$ jo darbo uzmokesciui (takst. Eur) 4434 521,0 805,0 919,0
Etaty skaicius 32 32 38 38

' 2020-06-24 Europos Komisijos komunikate Europos Parlamentui ir Tarybai COM(2020) 264 ,Duomeny apsauga kaip daugiau galiy suteikimo pilie¢iams ir ES pozidrio j peréjima
prie skaitmeniniy technologijy pagrindas — dveji metai taikant Bendrajj duomeny apsaugos reglamenta” (toliau — Komunikatas) pazyméta, kad daugelis valstybiy nariy paréme
reikalingais zmogiskaisiais, techniniais ir finansiniais istekliais priezitros institucijas. Apskritai beveik visy nacionaliniy duomeny apsaugos institucijy (2016-2019) darbuotojy
skaicius padidéjo 42 proc, o biudzetas — 49 proc. Vis délto valstybiy nariy skirtumai akivaizds. Santykinai daugiausiai padidintas Airijos, Nyderlandy, Islandijos, Liuksemburgo ir

Suomijos institucijy darbuotojy skaicius.

2 2021-03-25 Europos Parlamento rezoliucijoje ,Dél Komisijos vertinimo ataskaitos dél Bendrojo duomeny apsaugos reglamento jgyvendinimo praéjus dvejiems metams nuo jo
taikymo pradzios” (2020/2717(RSP)) pastebima, kad daug priezidros institucijy neturi pakankamai Zmogiskujy, techniniy ir finansiniy istekliy, patalpy ir infrastruktaros, kad galéty
veiksmingai atlikti savo uzduotis ir vykdyti savo jgaliojimus, be to, traksta specialiy techniniy darbuotojy daugumoje priezitros institucijy visoje ES, dél to sunku atlikti pavestas
funkcijas. Taip pat stebima didéjanti neatitiktis tarp priezidros institucijy pareigy apsaugoti asmens duomenis ir tam skirty istekliy. Svarbu, kad ES prieziGros institucijos, taip pat
EDAV turéty pakankamai finansiniy, techniniy ir zmogiskyjy istekliy, kad galéty greitai ir iSsamiai nagrinéti vis daugiau daug istekliy reikalaujanciy ir sudétingy byly, ir koordinuoti

bei palengvinti priezitros institucijy bendradarbiavima, siekiant tinkamai stebéti BDAR taikyma ir apsaugoti pagrindines teises ir laisves.
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2020 m. Inspekcija jgyvendino suplanuotus tris veiklos
prioritetus.

Inspekcija, jgyvendindama 3§ prioriteta, naujo teisinio
reguliavimo kontekste perziGréjo ir sieké patobulinti
asmens duomeny tvarkymo prieZidros veikla:

Perzilréta isankstiniy konsultacijy teikimo tvarka ir
atlikti batini 1Sankstiniy konsultacijy teikimo taisykliy,
patvirtinty Inspekcijos direktoriaus 2018 m. rugpjucio
29 d. jsakymu Nr. 1T-84 (1.12F) ,Dél Isankstiniy
konsultacijy teikimo taisykliy patvirtinimo®, pakeitimai.

Parengta privaloma prasymo suteikti / nutraukti
isankstine konsultacijg forma.
Sukurtos  proceddros  auditams ir  tyrimams,

atliekamiems duomeny apsaugos audito forma, atlikti
(Inspekcijos direktoriaus 2020 m. rugséjo 11 d. jsakymas
Nr. 17-93(1.12.E) ,Dél Valstybinés duomeny apsaugos
inspekcijos audity ir tyrimy, atliekamy duomeny
apsaugos audito forma, atlikimo tvarkos apraso
patvirtinimo”) vykdant tarptautinius jsipareigojimus
(pavyzdziui, Lietuvos nacionalinéje Vizy informacinéje
sistemoje, Lietuvos nacionalinéje antrosios kartos
Sengeno informacinéje sistemoje ir kitose informacinése
sistemose, kuriose pagal ES teisés aktus Lietuvos
kompetentingos institucijos vykdydamos savo funkcijas
tvarko asmens duomenis). Taip pat patvirtintas
Inspekcijos audity ir stebésenos 2020-2025 m. planas.

Parengtas Inspekcijos  direktoriaus jsakymo ,Dél
Elgesio kodeksy laikymosi stebéseng vykdanciy jstaigy
akreditavimo tvarkos apraso patvirtinimo” projektas, kuris
2021 m. | pusmetj bus pateiktas Valdybos nuomonei.

Parengtas Inspekcijos direktoriaus jsakymo ,Dél Asmens
duomeny tvarkymo pagal standartines sutarciy salygas
sutarties pavyzdinés formos patvirtinimo” projektas, kuris
2021 m. pradZioje buvo pateiktas Valdybos nuomonei;

Parengtas Sertifikavimo jstaigy akreditavimo tvarkos
apraso projektas, kuriuo tvirtinami Sertifikavimo jstaigy
akreditavimo reikalavimai, kuris 2021 m. | pusmetj taip
pat bus pateiktas Valdybos nuomonei;

Atitinkamai parengtas ir Sertifikavimo jstaigy parengty
sertifikavimo  kriterijy  patvirtinimo  tvarkos apraso
projektas;

PerziGréjus asmens duomeny saugumo pazeidimy
nagrinéjimo procesg atlikti Sios veiklos efektyvinimo
darbai. Suprogramuotos ir jdiegtos programinés jrangos
priemonés asmens duomeny saugumo pazeidimy
vertinimo procesui valdyti. Paruostos tipinés, automatiniu
bidu generuojamos asmens duomeny saugumo

pazeidimy vertinimo ataskaitos. Atliktas esamos asmens
duomeny saugumo pazeidimy statistinés informacijos
perkélimas j MySql duomeny baziy servisa.

Atlikta pakartotiné vykdomos skundy nagrinéjimo
veiklos procesy analizé, todél buvo parengtas
Inspekcijos nagringjamy skundy nagringjimo tvarkos
apraso projektas. Pasidlymai dél skundy nagrinéjimo
veiklos procesy tobulinimo 2021 m. bus pateikti
Teisingumo ministerijai siekiant priimti reikiamus teisés
akty pakeitimus.

Perzilrétos jmonei privalomy taisykliy nagringjimo
ir jy tvirtinimo proceddros (Inspekcijos direktoriaus
2020 m. rugsejo 17 d. jsakymas Nr. 1T-94(1.12.F) ,Del
Jmonei privalomy taisykliy patvirtinimo tvarkos apraso
patvirtinimo”).

Besivystantis teisés j asmens duomeny apsaugg teisinis
reguliavimasirjotaikymopraktikospokyciaisglygojanuolatinj
poreikj Sviesti visuomene ir didinti jos informuotuma apie
asmens duomeny apsaugg. Atsizvelgiant j tai, Inspekcija
2020 m. parengé 15 metodiniy dokumenty, naudingy tiek
organizacijoms, siekian¢ioms tinkamai jgyvendinti 2016 m.
balandZio 27 d. Europos Parlamento ir Tarybos reglamente
(ES) 2016/679 dél fiziniy asmeny apsaugos tvarkant asmens
duomenis ir dél laisvo tokiy duomeny judéjimo ir kuriuo
panaikinama Direktyva 95/46/EB (Bendrasis duomeny
apsaugos reglamentas) (toliau — BDAR) nustatytas pareigas
tvarkant asmens duomenis, tiek patiems Zzmonéms, kad
jie galéty aiskiai ir tinkamai suprasti jiems garantuojamy
teisiy turinj bei galimus $iy teisiy gynimo bddus. Ypatingas
démesys 2020 m. skirtas parengti specialiems metodiniams
dokumentams, skirtiems padéti prisitaikyti prie asmens
duomeny tvarkymo COVID-19 pandemijos sglygomis.

2020 m. baigési dvejy mety trukmeés ,Auksty asmens
duomeny apsaugos standarty skatinimo  SolPriPa”
projektas. Jo metu Inspekcijos atstovai kartu su partneriais
i§ Mykolo Romerio universiteto vykdé informuotumo
didinimo asmens duomeny apsaugos srityje veiklas
tokioms tikslinéms grupéms kaip smulkiojo ir vidutinio
verslo atstovai, sveikatos prieziros sektorius, startuoliai,
Ziniasklaidos atstovai, jaunimas ir vyresnio amziaus Zmones.
2020 m. dar spéti surengti 12 seminary skirtingose Lietuvos
vietovése - Vilniuje, Kaune, Klaipédoje, MaZeikiuose,
Anyksciuose, Kaisiadoryse, PanevéZyje numatytoms
tikslinems grupéms. Zmonéms suteikta Ziniy apie jy teises
asmens duomeny ir privatumo apsaugos srityje, o jvairiy
organizacijy atstovai pagilino Zinias apie pareigas, susijusias
su asmens duomeny tvarkymu ir duomeny subjekty teisiy
jgyvendinimu. Taip pat parengtos 7 gairés, 7 lankstinukai,



surengtas videokonkursas jaunimui, sukurta nemokama
mobilioji aplikacija ,ADA gidas’, kurioje skelbiama visa
projekto metu parengta informacija. Taip pat paskelbti
straipsniai moksliniame leidinyje ,Jurisprudencija’, sukurta
tinklalaidZiy ir straipsniy populiariosios  Ziniasklaidos
portaluose, o projekta vainikavo isskirtinio susidoméjimo —
net 1 500 unikaliy stebétojy vienu metu - sulaukusi
nuotoliné konferencija,,Auksti asmens duomeny apsaugos
standartai: tikrové ir siekiai”.

Atsizvelgiant j tai, kad vienas is BDAR priémima salygojusiy
veiksniy — nustatyta potenciali rizika, kylanti asmens
duomenis teikiant | trecigsias valstybes, todél siekiama
suvienodinti  asmens duomeny tvarkymo  taisykles
perduodant asmens duomenis j kitas valstybes bei sukurti
efektyvius tokio asmens duomeny perdavimo prieZitros
mechanizmus, kuriy vienas esminiy elementy — valstybiy
nariy nacionaliniy asmens duomeny apsaugos priezilros
institucijy bendradarbiavimas vykdant tyrimus, susijusius su
tarptautiniu didelés apimties asmens duomeny tvarkymu,
vadinamosios  vieno langelio (angl. one-stop-shop)
procedaros. Pastebéting, kad 2020 m. Inspekcija 5 atvejais
buvo vadovaujanti prieZiGros institucija tarptautinése
bylose ir 3 atvejais kreipési dél kitos prieZitros institucijos
nustatymo vadovaujancia priezilros institucija.

ES valstybiy nariy asmens duomeny apsaugos priezilros
institucijas vienijanti Valdyba — nepriklausoma ES institucija,
kuri padeda uztikrinti nuosekly duomeny apsaugos taisykliy
taikyma visoje ES. Inspekcija, kaip nacionaliné asmens
duomeny apsaugos priezidros institucija, taip pat yra
Valdybos naré, prisidedanti tiek prie pacios Valdybos, tiek ir
jos pogrupiy veiklos (415 14 dalyvauta aktyviai). Pazymétinas
ypatingas Valdybos vaidmuo asmens duomeny apsaugos

srityje, kadangi BDAR jai suteikta teisé oficialiai aiskinti
BDAR nuostatas, Sitaip uztikrinant vienodg 3io teisés akto
taikyma visoje ES. Vienas svarbiausiy Valdybos veiklos
elementy - gairiy, rekomendacijy ir geriausios praktikos
pavyzdZziy pateikimas visuomenei. 2020-aisiais pandemija
nesustabdé Valdybos posedziy ir pogrupiy veiklos bei ES
priezilros institucijy bendradarbiavimo. Perkélus Sig veikla
] bendravima per nuotolj, buvo operatyviai sprendziami
visoms valstybéms narems svarbus klausimai, tikétina,
kad 3$i nauja bendradarbiavimo realybé bus pritaikyta ir
panaudojama ateityje. 2020 m. jvyko 27 Valdybos posedziai,
kuriuose buvo ne tik sprendziami klausimai dél asmens
duomeny tvarkymo COVID-19 pandemijos metu, taciau ir
toliau tesiami suplanuoti darbai.
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Strateginis tikslas: Uztikrinti duomeny subjekty teisiy apsauga asmens
duomeny apsaugos srityje

lgyvendinant Inspekcijos strateginj tikslg ,UZtikrinti ,Asmeny, palankiai vertinanciy Inspekcijos veikla, dalis,
duomeny subjekty teisiy apsauga asmens duomeny procentais”  Kriterijjus  apskai¢iuojamas  susumuojant
apsaugos srityje’, siekta efekto vertinimo kriterijaus — vertinanciuosius Inspekcijos veikla labai gerai ir gerai,

Strateginj tikslq jgyvendinancios programos ir Lietuvos Respublikos atitinkamy mety valstybés biudzeto ir
savivaldybiy biudZety finansiniy rodikliy patvirtinimo jstatyme patvirtinty asignavimy panaudojimas

Asignavimy panaudojimas (ttkst. Eur)

Programos Programos Asignavimy Asignavimy Panaudota Panaudota asignavimy
kodas pavadinimas planas planas, jskaitant asignavimy nuo asignavimy, nurodyty
patikslinimus asignavimy plane, jskaitant
ataskaitiniam patikslinimus ataskaitiniam
laikotarpiui laikotarpiui, dalis (proc.)
1 2 3 4 5 6
0101 Duomeny
apsaugos 1201 1201 11756 97,9
valdymas

Efekto vertinimo kriterijus — asmeny, palankiai vertinanciy Inspekcijos veiklg, dalis, procentais

/77 76 /8 82 /9 77 80 78

- planas
faktas
m. 2021

gm. 2019 m. 2020 m. 2022 m.

remiantis apklausy duomenimis, gaunamais apklausus rodiklj — 78 proc. (planuota 80 proc.).
asmenis, kurie buvo kreipesi | Inspekcijg arba kuriems

Inspekcija buvo suteikusi savo paslaugy, pavyzdziui, teiké

konsultacijas, derino teisés aktus, organizavo renginius,

kuriuose skaité pranesimus, nagrinéjo skundus ir pan.

2020 m., jvertinus paklaidos galimybés ribas, Inspekcija i3
esmeés pasieké planuotg jos veiklos palankaus vertinimo



Inspekcija 2020 m. vykdé programg ,Duomeny apsaugos
valdymas” Sios programos vykdymo rezultatui jvertinti
pasirinktas kriterijus R-01-01-01-01 ,Asmeny, Zinanciy
apie jstatymy jiems suteiktas teises ir nustatytas pareigas
asmens duomeny apsaugos srityje, dalis, proc’. Sis kriterijus
apskaiciuojamas kasmet Inspekcijai vykdant uzsakomaja
reprezentatyvig  Lietuvos gyventojy apklausg apie
visuomenés informuotumga asmens duomeny apsaugos
srityje. Reprezentatyvios 2020 m. Lietuvos gyventojy
apklausos apie asmens duomeny apsaugg duomenimis,
apie BDAR, teisés aktg, kuriame nustatyti asmens duomeny
tvarkymo reikalavimai organizacijoms ir zmonéms suteiktos
teises, zino 73 proc. Lietuvos gyventojy (planuotas rodiklis
69 proc.).

Geriausiai informuoti apie asmens duomeny apsauga
Lietuvoje yra vadovai ir specialistai bei tarnautojai, o
maziausiai apie BDAR yra girdeje studentai ir moksleiviai.
Apklausos duomenimis, su asmens duomeny apsaugos

P-01-01-01-01 Planiniy patikrinimy pagal kontrolinius
klausimynus dalis, proc. 2020 m. planuotas rodiklis -
90, pasiektas — 90. Ataskaitiniu laikotarpiu planiniai
patikrinimai  buvo atliekami vadovaujantis 2020 m.
prevenciniy patikrinimy planu, patvirtintu Inspekcijos
direktoriaus 2020 m. sausio 24 d. jsakymu Nr. 3R-65(1.41)),
ir visi patikrinimai, isskyrus pakartotinius, buvo atliekami
naudojant kontrolinius klausimynus.

P-01-01-01-02 ISnagrinéty  skundy  skaiciaus
padidéjimas, palyginti su praéjusiais metais, proc.
2020 m. planuotas rodiklis — 5, pasiektas — 0. 2020 m.
Inspekcija i$nagringjo 971 skunda ir nepasieké planuoto
rodiklio, nes buvo iSnagrinéta 24 skundais maZiau negu
2019 m. (995). 2020 m. skundy nagringjimo veiklai jtakos
turéjo darbuotojy kaita ir sulétéje skundy nagringjimo
procesai del pandeminés situacijos perorganizuojant veikla
nuotoliniam darbui.

reikalavimais ir teisémis labiau susipazine didesnes pajamas
ir aukstesnj issilavinimg turintys respondentai. Auksti
informuotumo apie asmens duomeny apsauga rodikliai
ir Sios srities teisiniy principy iSmanymas yra priezitros
institucijos siekis, o iSgyvenant naujg 107] visuomeneés
skaitmenizacijos procesuose pandemijos akivaizdoje $ios
Zinios dar aktualesnés. Taciau apklausos rezultatai taip
pat rodo, kad svarbu didinti jaunimo Zinias apie asmens
duomeny apsauga. llgalaikéje perspektyvoje tikimasi
asmens duomeny ir privatumo apsaugos kibernetinio
saugumo kontekste temy jtraukimo ne tik universitety,
bet ir mokykly programose. Visuomenés nariy asmens
duomeny apsaugos svarbos suvokimo skatinimas, tinkamas
skaitmeninis rastingumas, kibernetinio saugumo kulttros
lygis yra esminiai Siuolaikinéje skaitmeninéje visuomenéje.
Taip pat $ios srities Ziniy turinciy talenty ugdymas padeéty
uzpildyti  rinkoje esama asmens duomeny apsaugos
specialisty trakuma.

P-01-01-01-03 Teisés aktuose nustatytais terminais
jvertinty teisés akty projekty dalis, proc. 2020 m.
planuotas rodiklis — 85, pasiektas — 83. Jvertinus statistinés
paklaidos ribas ir tai, kad nemaza dalis teisés akty projekty
buvo teikiami derinti skubos tvarka, todél neidvengta
vélavimy, taciau 2020 m. teisés akty projekty derinimo
nustatytais terminais rodiklis buvo pasiektas.

P-01-01-01-04 Inspekcijos darbuotojy, dalyvavusiy
kvalifikacijos kélimo kursuose ir mokymuose, skaicius.
2020 m. planuotas rodiklis — 35, pasiektas — 26. 2020 m.
planuotas pasiekti kvalifikacijos kélimo rodiklis nebuvo
pasiektas tiek dél darbuotojy kaitos, tiek dél pandeminés
situacijos Salyje. Taciau prisitaikius prie esamos situacijos
dalis darbuotojy sékmingai kélé kvalifikacijg nuotoliniu
badu.
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Asmens duomeny apsaugos prieziuros veikla

Veikla Iki BDAR Pradéjus taikyti BDAR

2017 m. 2018 m. 2019 m. 2020 m.
Atlikta patikrinimy 91 141 112 104
somens duomeneugumo pareidimus 7 100 175 18
Gauta asmeny skundy 480 859 880 1083
I$nagrinéta asmeny skundy 490 619 995 962

Inspekcijos 2020 m. veiklos rodikliai ir vertinimas

PASLAUGU KOKYBE
Inspekcijos paslaugomis pasinaudojusiy ir
teigiamai jos veiklg vertinanciy gyventojy:

INSPEKCIJOS ZINOMUMAS
PRlEilUROS VEIKLA Apie Inspekcija girdéjusiy

Lietuvos gyventojy dalis,
2018 2019 remiantis 2020 m. atlikta
| | apklausa (N=1009):

Gauta asmeny 859 880

skundy DERINTI TEISES AKTAI

ISnagrinéta Derinty teisés
asmeny skundy akty skaidius
pagal tipa:

Gauta prane&imy apie o]
asmens duomeny [BEIIED
saugumo pazeidimus

AT DUOMENY APSAUGOS . ‘
PAREIGUNA' Informaciniy sistemy nuostatai

1% viso Lietuvoje paskirty pareigtny:

POVEIKIO PRIEMONES Jy skaiius pagal organizacijos veiklos pobiidj: Vyriausybés nutarimai |

Kita prekiy ir paslaugy veikla
175 >20 Svietimas ir kultiira I
Nurodvmai 4 P . " |sakymai
Nurodymai / N\ Baudos (didziausios — Valstybés institucijos ——
< 15 tikst € ir 8 tkst. €) Sveikatos paslaugos

94 N Finansy ir kredity veikla — Registry nuostatai

W Rekomendacijos Kita K
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PATIKRINIMAI

2020 m. Inspekcija atliko 104 patikrinimus. Dalis jy buvo
vykdoma vadovaujantis Inspekcijos direktoriaus 2020 m.
prevenciniy patikrinimy planu, patvirtintu 2020 m. sausio
24 d. jsakymu Nr. 3R-65(1.41.). Nemazai démesio 2020 m.
skirta neplaniniams tikrinimams, kurie pradéti reaguojant |
jvykius, susijusius suduomeny saugumo incidentais jvairiose
valstybinése ar privaciose informacinése sistemose, kilus
jtarimy dél nesaugaus asmens duomeny tvarkymo ir pan.
Jie atliekami Inspekcijai gavus informacijos i$ Ziniasklaidos,
anoniminiy pranesimy, kity saltiniy. Neplaniniai tyrimai
savo iniciatyva gali bati atliekami ir gavus pranesimus apie
asmens duomeny saugumo pazeidimus.

I$ 2020 m. baigty patikrinimy daugiausia jy atlikta dél
prekiy ir paslaugy veiklos (25), Svietimo ir kultaros veiklos
(24), valstybés ir savivaldybiy institucijy veiklos (15), fiziniy
asmeny atliekamo asmens duomeny tvarkymo (11),
sveikatos paslaugy (6).

Siekdama padéti kitiems sektoriaus atstovams susipazinti

su probleminiais asmens duomeny tvarkymo aspektais ir
savo iniciatyva imtis Salinti trakumus, Inspekcija 2020 m.
atlikusi sektorinius tikrinimus bendrovems ne tik teikia
rekomendacijas, nurodymus ar kt, taciau visuomenei
ir kitoms, ypa¢ tikrinto sektoriaus bendrovéms, teikia
parengtus tikrinimy rezultaty apibendrinimus, kuriais jos
gali naudotis vertindamos savo veiklg savarankiskai.

2020 m. atlikti 3 sektoriniai patikrinimai:

Ugdymo jstaigy dél asmens duomeny, tvarkomy
nelankymo priezastims pagrjsti;
Valstybés registry ir informaciniy sistemy dél tvarkomy
asmens duomeny apimties;
Prekiy ir paslaugy teikéjy dél jgyvendinamy asmens
duomeny saugumo priemoniy.
Finansy jstaigy iniciavimo paslaugy patikrinimai dél asmens
duomeny teikiant mokéjimo inicijavimo paslauga apimties
perkelti j 2021 m.

ASMENS DUOMENY SAUGUMO PAZEIDIMAI

Jvykus asmens duomeny saugumo pazeidimui (toliau -
ADSP), organizacijos turi imtis visy jmanomy veiksmy
pazeidimui sustabdyti. MaZesniy ar didesniy pazeidimy
vyksta nuolatos. Visais atvejais organizacijos turi tokius
pazeidimus dokumentuoti ir laikytis kity BDAR nustatyty
procedury. Nustacius, kad dél jvykusio pazeidimo kyla rizika
fiziniy asmeny teisems ir laisvéms, privaloma apie tai pranesti
ir asmenims, kuriy duomenys galéjo nukentéti, ir Inspekcijai
be reikalo neatidéliojant, bet ne véliau kaip per 72 valandas.

2020 m. apie ADSP daugiausia pranesé organizacijos, kuriy
pagrindiné veikla susijusi su ,Finansy ir kredity veikla“ (37
pranesimas), Valstybés ir savivaldybiy institucijy veikla” (27
pranesimai) ir ,Teisésauga ir teisétvarka” (16 pranesimy),
,Sveikatos paslaugos” (13 pranesimy), ,Elektroniniy rysiy ar
tinkly teikimas” (8 pranesimai) ir,Elektroninés parduotuves”
(9 pranesimai). Taciau tai nereiskia, kad ADSP daugiausia
patiria minétiems sektoriams priklausancios organizacijos.
Tai gali lemti tokios aplinkybés, kaip grieztesni teisés akty
reikalavimai ir (ar) jy laikymasis, pavyzdziui, finansy sektorius
operatyviai pranesa apie ADSP dél gana griezty sektoriniy
reikalavimy, o valstybés ir savivaldybiy ar teisésaugos
institucijos yra jpratusios griez¢iau laikytis nustatyty
reikalavimy.

Gautus praneimus apie asmens duomeny saugumo
pazeidimus Inspekcija jvertina ir, jei reikia, atlieka tyrima.

I$ 2020 m. gauty 181 pranesimo tik 10 atvejy nustatyta
pazeidimy. ReikSmingesni 2020 m. su asmens duomeny
saugumo pazeidimais susije jvykiai:

Bendroveés el. prekybos platformoje buvo prisijungta
prie naudotojy paskyry be jy Zinios, pasinaudojus kitose
(nesusijusiose su ta bendrove) svetainése nutekintais
prisijungimo duomenimis. Potencialiai paveikta apie 19
takst. asmeny.

Liepos meén. V| Registry centro serverine uZliejus
vandeniui, sutrikdytas daugiau kaip 20 registry ir
valstybés informaciniy sistemy darbas, maksimalus
potencialiai paveikty asmeny skaicius apie 3 min.

Dazniausiai asmens duomeny saugumo pazeidimai 2020 m.
vyko interneto svetainése ar informacinése sistemose.
Pagal asmens duomeny saugumo pazeidimo pobudj]
Lietuvoje statistiskai neabejotinai vyrauja konfidencialumo
pazeidimai - 165 atvejai, 16 atvejy buvo prarastas
duomeny vientisumas, 18 atvejy buvo susije su duomeny
pasiekiamumo/prieinamumo  pazeidimais.  Daugiausia
pazeidimy jvyko dél Zzmogiskosios klaidos. Butent tai yra
signalas, kad darbuotojai turi bati nuolatos instruktuojami ir
apmokomi, kaip dirbti su asmens duomenimis.

Apzvelgiant  asmens duomeny, kuriy  saugumas
buvo pazeistas, kategorijas, vyrauja asmens tapatybe
patvirtinantys asmens duomenys (vardas, pavardé, el. pastas
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ir pan.), 2020 m. i$ viso 94 atvejai, prisijungimo duomenys
ir (ar) asmens identifikaciniai numeriai nukentéjo 12 karty,
specialiy kategorijy asmens duomenys nukentéjo 7 kartus,
kita (finansiniai, kredito istorijy duomenys ar keleto asmens
duomeny kategorijy derinys) - 57.

Inspekcijos veikla yra tiesiogiai susijusi su kibernetiniu
saugumu, kai tiriami kibernetiniai incidentai, susije su
asmens duomeny ir privatumo apsaugos pazeidimais.
2020 m. 24,6 % Inspekcijos vertinty asmens duomeny
saugumo pazeidimy buvo taip pat ir kibernetiniai
incidentai. Atsizvelgiant | tai, kad Inspekcija yra viena i3
institucijy, Lietuvoje jgyvendinanciy kibernetinio saugumo
politika. Inspekcija prisidéjo ir rengiant 2020 m. Nacionaline
kibernetinio saugumo baklés ataskaita.

Liatis sutrikdé Registry centro veikla

Vienas i didZiausiy asmens duomeny saugumo
pazeidimy Lietuvoje 2020 m. jvyko V| Registry centre, kai
per jtrakusias pastato konstrukcijas prasiskverbé vanduo
ir uZliejo Zemesniame pastato aukSte jrengtg serverine
ir sukélé ilgalaikj serveringje esancios techninés jrangos
veiklos sutrikdyma ir serveriuose esanc¢iy duomeny
nepasiekiamuma bei grésme jy vientisumui.

V| Registry centras, atstatydamas kity registry ir informaciniy
sistemy veiklg ir duomenis, iSskyrus e. sveikatos sistema,
nevirsijo teisés aktuose nustatyto leidziamo neveikimo laiko.
Taciau atstatant e. sveikatos sistemos veiklg ir duomenis
buvo susidurta su dideliais sunkumais ir techniniais
nesklandumais, nes Registry centras nebuvo tinkamai
pasirenges uztikrinti registruose ir informacinése sistemose
saugomy duomeny svarbg ir kritiSkuma atitinkantj asmens
duomeny saugumo lygj. Turimos patalpos (serverinés)

ISANKSTINES KONSULTACIJOS

2020 m. pastebétas didesnis duomeny valdytojy aktyvumas
kreipiantis | Inspekcijg dél isankstinés konsultacijos
suteikimo. 18 viso 2020 m. buvo gauti 8 prasymai, dél
kuriy 2020 m. buvo priimti 6 sprendimai, dviem atvejais
sprendimai priimti 2021 m. Vienu atveju prasymo suteikti
isankstine konsultacija nagringjimas nutrauktas, vienu
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Kibernetiniy incidenty dalis i duomeny saugumo
pazeidimy 2020 metais

neatitiko duomeny centrams keliamy auksto patikimumo
beiapsaugos nuo fiziniy grésmiy reikalavimy, todél, neturint
patikimy dubliavimo sistemy, nebuvo jmanoma uztikrinti
tokio patikimumo lygio, kuris leisty nepertraukiamai
veikti registrams ir informacinéms sistemoms ir uztikrinty
atsparuma trikdZiams.

2021 m. pradzioje tyrimas buvo baigtas ir Inspekcija V|
Registry centrui skyré 15 takst. EUR baudg uz nustatytus
BDAR 32 straipsnio 1 dalies b ir ¢ punkty pazeidimus, t. v.
neuztikrinus nuolatinio duomeny tvarkymo sistemy ir
paslaugy vientisumo, prieinamumo ir atsparumo, taip pat
teisés akty nustatytu terminu neatkdrus salygy ir galimybiy
naudotis asmens duomenimis fizinio ar techninio incidento
atveju.

atveju atsisakyta priimti praSyma suteikti iSankstine
konsultacija, 4 atvejais isnagrinéjus prasymus Inspekcija
teiké rekomendacijas.

Atsisakyma priimti prasyma suteikti iSankstine konsultacijg
lémé pakeistos I13ankstiniy konsultacijy teikimo taisyklés,
numatancios pareigg kreipiantis | Inspekcija pateikti


https://vdai.lrv.lt/uploads/vdai/documents/files/2020%20m_%20Nacionalinio%20kibernetinio%20saugumo%20b%C5%ABkl%C4%97s%20ataskaita%20el_%20versija.pdf
https://vdai.lrv.lt/uploads/vdai/documents/files/2020%20m_%20Nacionalinio%20kibernetinio%20saugumo%20b%C5%ABkl%C4%97s%20ataskaita%20el_%20versija.pdf

privalomos formos prasyma®. Neretai pastebima, kad
duomeny valdytojaidar neskiria pareigos kreiptis isankstinés
konsultacijos nuo teisés konsultuotis su Inspekcija, todél
kreipdamiesi iSankstiniy konsultacijy nebuna iSsamiai
isanalizave numatomo asmens duomeny tvarkymo, del
kurio kreipiamasi | Inspekcijg isankstinés konsultacijos,
proceso, negave duomeny apsaugos pareigino nuomoneés
ir pan. Vienu i$ atvejy | Inspekcijg kreiptasi isankstinés
konsultacijos dél policijos jstaigy ir savivaldybiy bendrai
atliekamo asmens duomeny tvarkymo, kitais atvejais
buvo kreiptasi dél biometriniy duomeny naudojimo,
dél vaizdo stebéjimo. Be kita ko, 2020 m. Lietuvoje esant
paskelbtai COVID-19 pandemijai, j Inspekcijg buvo kreiptasi
ir isankstinés konsultacijos dél termovizoriniy kamery
naudojimo. Inspekcija tokio tvarkymo neuzdraude, taciau
pateiké rekomendacijas, kurios leisty numatoma asmens
duomeny tvarkyma suderinti su BDAR reikalavimais

SKUNDUY NAGRINEJIMAS

Inspekcijos gaunamy skundy skai¢ius nuolatos auga (Zr. 3
lentele). 2020 m. gautas 1 083 skundas, iSnagrinéta — 962.

(rekomendavo, jog termovizoriné kamera veikty tik realiu
laiku, t.y. rinkty ir monitoriaus ekrane realiu laiku atvaizduoty
tik tuos asmenis (jy atvaizdus ir temperataros rodiklj), kuriy
kiino temperattros rodiklis yra padidéjes, tokiy duomeny
neissaugant pastoviojoje atmintyje; taip pat rekomendavo
uztikrinti galimybe asmeniui, kuriam nustatyta padidéjusi
kino temperatdra, pasinaudoti papildomomis
temperatlros matavimo priemonémis; tuo atveju, jei bus
pasitelktas duomeny tvarkytojas, rekomendavo su juo
sudaryti duomeny tvarkymo sutartj, atitinkancia BDAR
28 straipsnio 3 dalies reikalavimus; rekomendavo nutraukti
termovizorine kamera atliekama asmens duomeny
tvarkyma Salyje nesant paskelbtos ekstremaliosios situacijos
ar karantino.). Pateiktas pavyzdys rodo, kad isankstiniy
konsultacijy procedlra reikalauja nemazai priezitros
institucijos Zmogiskyjy istekliy naudojimo ekspertiniam
vertinimui, be to, procesas uzsitesia pakankamai ilgai.

Skundy pasiskirstymas pagal skundZziama duomeny

valdytoja pateiktas lenteléje.

Gauty skundy ir iStyrus skundus nustatyty pazeidimy skai¢iaus pasiskirstymas pagal skundziamojo

veiklos sritj

Sritys

2020 m. gauty skundy
skaiciaus pasiskirstymas

2020 m. nustatyty pazeidimy
pasiskirstymas

Advokatai, notarai, antstoliai 50 6
Apgyvendinimo paslaugy teikéjai 2 0
Draudimo paslaugy teikéjai 15 6
Elektroniniy rysiy paslaugy teikéjai 34 4
Elektroninés parduotuves 12 5

Finansy ir kredito jstaigos 49 6
Fiziniai asmenys 260 34
Turizmo paslaugy teikéjai 2 0
Kiti prekiy ir paslaugy teikéjai 286 57
Skoly iSieskojimo jmonés 28 4
Sveikatos jstaigos 28 1

Svietimo ir kultdros jstaigos 26 11
Teisésaugos ir teisétvarkos jstaigos 19 4
Valstybés ir savivaldybiy institucijos ir jstaigos 137 32
Kita 117 17

3 ISankstiniy konsultacijy teikimo taisykliy, patvirtinty Inspekcijos direktoriaus 2018 m. rugpjacio 29 d. jsakymu Nr. 17-84(1.12.F) (nauja jsakymo redakcija 2020 rugséjo 3 d. Nr.

17-88(1.12.E)), 4 punktas.
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Kaip rodo Lietuvos gyventojy apklausos duomenys,
Zmonés geriau iSmano savo teises asmens duomeny
apsaugos srityje ir yra linke jas ginti. Net 81 proc. Lietuvos
gyventojy svarbu, kas, kaip ir kokius jy asmens duomenis
tvarko. Taciau pastebima tendencija, kad asmenys neretai
skuba kreiptis j Inspekcija, net nepasinaudoje teise, o kartais
ir pareiga, visy pirma kreiptis j duomeny valdytojg dél savo
teisiy jgyvendinimo. Atsizvelgiant | tai, kad dalis prieZiGros
institucijos gaunamy skundy yra susije ne su sisteminiais
pazeidimais, o tik su pavieniy duomeny subjekty asmens
duomeny tvarkymu, taip pat j tai, kad tokie pazeidimai
neretai yra susije su zZmogiskaja klaida, Inspekcija analizavo
galimybes jtvirtinti prieZitros institucijos teise, jvertinus
skunde nurodytas bei kitas susijusias aplinkybes, sutaikinti
skunda pateikusj asmenj ir skundZiama asmenj, tokiu badu
uztikrinant greita skundo nagringjimo procesa ir priezitros
institucijos veiklos ekonomiskumo principa.

Skiriamos sankcijos

2020 m. Inspekcija, nustaciusi pazeidimy, organizacijoms
teiké 8 rekomendacijas, 175 nurodymus, 94 papeikimus,
surasé 2 administraciniy nusizengimy protokolus, skyré
daugiau kaip 20 baudy (25), i$ kuriy didZioji dalis uz
nebendradarbiavima su Inspekcija jai atliekant tyrimus.
Organizacijos nepateiké ar bande nuslépti tyrimui reikiama
informacija.

2020 m. 15 tOkst. Eur. bauda buvo nubausta vieSojo
sektoriaus institucija uz BDAR 5 straipsnio pazeidimus,

2020 m. daugiausia paZeidimy iSnagringjus asmeny
skundus nustatyta dél:

Asmens duomeny rinkimo i$ valstybés registry ir
informaciniy sistemy — 144;

Asmens duomeny atskleidimo - 57;
Vaizdo stebéjimo - 36;

Teisés susipazinti su duomenimis — 32;
Asmens duomeny rinkimo — 28;
Tiesioginés rinkodaros — 28;

Skolininky asmens duomeny — 11;

Teisés nesutikti su duomeny tvarkymu - 9;
Teisés buti pamirstam — 7.

t. y. nesugebégjima jgyvendinti tinkamy techniniy ir
organizaciniy priemoniy — uztikrinti tvarkomy asmens
duomeny tiksluma tvarkant jvaikinto vaiko tévy asmens
duomenis.

2020 m. 8 tdkst. bauda skirta bendrovei dél garso jrasymo
vieSojo transporto autobusuose, pazeidus BDAR 5, 13, 24 ir
35 straipsnius.

Pagal BDAR skirta bauda dél netinkamai tvarkomy jvaikinto vaiko tévy asmens

duomeny

Inspekcija skyré 15 tdkst. Eur bauda Vilniaus miesto
savivaldybés administracijai del BDAR paZeidimy tvarkant
jvaikinto vaiko tévy asmens duomenis. Bauda skirta uz BDAR
5 straipsnio 1 dalies d ir f punkty pazeidimus — tinkamy
techniniy ir organizaciniy priemoniy nejgyvendinimo, tuo
neuztikrinant tvarkomy asmens duomeny tikslumo.

Inspekcija, atlikusi  tyrima, nustaté, kad pareiskéjas,
pildydamas prasymg dél jvaikinto vaiko ugdymo
savivaldybés administracijos Centralizuotoje  prasymy
pateikimo ir gyventojy informacinéje sistemoje nurode

savo duomenis, taciau, pagal savivaldybés administracijos



sutartj su V] Registry centru, pagal kurig automatiniu badu
duomenys IS buvo atnaujinami vieng karta per ménesj,
IS duomenims atsinaujinus automatiniu badu pareiskéjo
kontaktiniai asmens duomenys buvo atnaujinti ir pakeisti
j Lietuvos Respublikos gyventojy registre esancius vaiko
vieno i$ biologiniy tévy kontaktinius duomenis (el. pasto
adresa).

Inspekcija sprendime, kuriuo savivaldybés administracijai
skyré bauda, nurodé, kad konkreciu atveju tokie asmens
kontaktiniai duomenys kaip elektroninio pasto adresas,
nepriklausomai nuo to, ar jie yra, ir jei yra nurodyti
Gyventojy registre, asmens bet kada gali buti keiciami ir tik
pats duomeny subjektas turéty juos keisti, o ne duomeny

valdytojas savavaliskai duomenis atnaujinti, remiantis
V| Registry centre esancia informacija. Juo labiau, Siuo
atveju nebuvo pagrindo daryti isvados, kad i$ Gyventojy
registro atnaujinus duomenis buvo gauti batent pareiskéjo
kontaktiniai duomenys, kadangi duomenys buvo
atnaujinami net ne pagal pareiskéjo duomenis, nurodytus V)
Registry centre, o pagal vaiko duomenis, nors sutarties dél
ugdymo 3alis yra ne vaikas, o pareiskéjas. Taigi, savivaldybes
administracija, tvarkydama treciojo asmens (vieno i$ vaiko
biologiniy tévy) elektroninio pasto adresa, kaip kontaktinj
pareiskéjo duomenj, nejgyvendino tinkamy organizaciniy
ir techniniy priemoniy, tuo neuztikrino tvarkomy asmens
duomeny tikslumo principo ir pazeidé BDAR 5 straipsnio 1
dalies d ir f punktus. Placiau>>

2020 m. teismy sprendimai, kuriuose nagrinéti atvejai dél Inspekcijos tirty

asmeny skundy

Inspekcija apibendrino teismy sprendimus, kuriuose
nagrinéti atvejai dél Inspekcijos tirty asmeny skunduy.
Apibendrinime  pateikiama 21 teismy sprendimo,
jsiteiséjusio iki 2020-12-31, santrauka. IS jy 10 Vilniaus
apygardos  administracinio  teismo, kurie  nebuvo
apskysti apeliacine instancija, ir 11 Lietuvos vyriausiojo
administracinio teismo sprendimy.

15 byly baigési Inspekcijai sprendimus pripazinus teisétais
ir palikus juos galioti, 4 bylose Inspekcijos sprendimai palikti
galioti dalyje, o kitoje dalyje panaikinti, dviejose bylose
Inspekcijos sprendimai panaikinti ir skundas perduotas
nagrinéti i$ naujo. Placiau: 2020 m. teismy sprendimuy,
priimty nagringjant bylas dél Valstybinés duomeny
apsaugos inspekcijos priimty sprendimy ar neveikimo,
apibendrinimas>>
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https://vdai.lrv.lt/lt/naujienos/pagal-bendraji-duomenu-apsaugos-reglamenta-skirta-bauda-del-netinkamai-tvarkomu-ivaikinto-vaiko-tevu-asmens-duomenu
https://vdai.lrv.lt/uploads/vdai/documents/files/2020%20m_%20Teismu%20sprendimai%20del%20VDAI%20tirtu%20atveju%202021-03-02.pdf
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Tarptautinés veiklos rodikliai

Veikla ki BDAR Pradéjus taikyti BDAR

2017 m. 2018 m. 2019 m. 2020 m.
Dalyvaw.m.as Valdybos |r.k|tq- ‘ 0 4 37 95
tarptautiniy darbo grupiy veikloje
Rengti gtsakymal j tarptautinius 7 10 60 %0
paklausimus
Teikta nuomoné Lietuvos pozicijoms ar
pastabos dél ES teismo bylos 48 70 46 o7
Jmonei privalomy taisykliy (BCR) 15 13 61 153

nagrinéjimas

Jtvirtinus nacionaliniy priezilrosinstitucijy privaloma veiklos
indélj Valdyboje ir jos pogrupiuose, Inspekcija pradéjo
aktyvig tarptautine veiklg Valdyboje ir bendradarbiavima
su kity valstybiy nariy prieZidros institucijomis. PavyzdZiui,
Inspekcija aktyviai dalyvauja derinant jmonei privalomy
taisykliy projektus, dalyvauja jy perzitroje, rengia Valdybos
nuomoniy projektus dél jy, dalyvauja kity Valdybos
pogrupiy veikloje ir kity tarptautiniy darbo grupiy veikloje,
kuriuose rengiami ir derinai dokumentai (nuomonés,
gairés ir kt.), keiciasi nuomoneémis su kitomis ES prieZitros
institucijomis (per prieziGros informacine sistemg IMI ar
naudojantis vidiniu Valdybos jrankiu, skirtu tik valstybiy nariy
priezilros institucijoms — Confluence), bendradarbiauja su
ES ir Europos ekonominés erdvés valstybémis nagrinéjant
skundus taikant nuoseklumo uztikrinimo mechanizma.

program_en.pdf).

Valdyba kasmet skelbia nuomones, gaires, rekomendacijas
ir geriausia praktika, siekiant skatinti bendrg BDAR supratima
valstybése narése. Si veikla isamiai atspindéta 2019-
2020 m. Valdybos darby programoje*. Be kita ko, metodiné
informacija paprastai yra ver¢iama | ES valstybiy nariy
kalbas. Prie dokumenty vertimo j lietuviy kalbg prisideda
ir Inspekcija. Kiekvienos valstybés prieZilros institucija yra
atsakinga uz vertimy perZiara. Neatlikus tokios perZiaros,
vertimas nebus paskelbtas. Inspekcija savo turimais
pajégumais aktyviai prisideda prie 3ios veiklos vykdymo,
kad Lietuvos organizacijos ir Zmonés turéty j lietuviy kalba
isverstus Valdybos dokumentus. 2020 m. redaguoti net 36
Valdybos dokumenty vertimai.

4 Valdybos 2019-2020 m. darby programa (EDPB Work Programme 2019/2020, https://edpb.europa.eu/sites/edpb/files/files/file1/edpb-2019-02-12plen-2.1edpb_work_



TARPTAUTINE VEIKLA

@) Europos duomeny apsaugos valdybos ir
jos pogrupiy susitikimai ————————————

ity tarptautiniy darbo grupiy susitikimai
—0{—4 I$nagrinéta jmonei privalomy taisykliy (BCR) — 153

Inspekcijos 2020 m. veiklos rodikliai

BDAR ZINOMUMAS LIETUVOJE

Tiek Lietuvos gyventojy girdéjo apie

Bendraji duomeny apsaugos reglamenta
0, (BDAR), remiantis Inspekcijos uzsakymu
0

2020 metais atlikta apklausa (N=1009).

Girdéjusiy apie BDAR gyventojy
dalis pagal pagrindinj uzsiémima:

Auksciausio, vidurinio L. vadovai 89
Specialistai, tarnautojai 8

Namy $eimininkai 80

Darbininkai, techniniai darbuotojai 75

Bedarbiai 71

Smulkieji verslininkai 69

Ukininkai 63

@ Atsakymu j paklausimus —— 90
@ 18nagrinéta LINESIS dokumenty ——— 67

SUTEIKTOS KONSULTACIOS

1€ juy daZniausiai:

dél asmens duomeny
tvarkymo teisétumo
dél BDAR, ADTA| taikymo
ir VDAI kompetencijos
del vaizdo
stebéjimo

Visuomenés informavimas, svietimas
srityje

Veikla

Pensininkai 60
Studentai, moksleiviai 56 %)

2020

PRIVATUMO SUVOKIMAS

Tiek Lietuvos gyventojy teigia, jog jiems
labai svarbu arba svarbu, kas, kaip ir
kokius jy asmens duomenis tvarko.

PRIVATUMO POREIKIS

Apklausty gyventojy, kurie nurodytus asmens duomenis
laiko labai privadiais arba privaiais, dalis:
Asmens kodas — 89%
Pirsty atspaudai — 89%
Sveikatos duomenys — 78%
Pajamos — 75%
Veido nuotrauka — 74%
Padaryti pazeidimai 70%
Namy adresas 67%
Telefono numeris 62%
Darbe uzimamos pareigos e — (1)

INSPEKCIJOS PROJEKTAI

Sukurta
mobilioji
programélé

ir konsultavimas asmens duomeny ir privatumo apsaugos

Iki BDAR

Pradéjus taikyti BDAR

Suteikta konsultacijy

2017 m.
5697

2018 m.

6 298

2019 m. 2020 m.
4568 5494

Parengta visuomenés informavimo
priemoniy

136

233

171 172

Parengta metodiniy dokumenty

6

10

20 15

Dalyvauta susitikimuose su viesuoju ir
privaciu sektoriais

69

93

88 43

Skaityta pranesimy renginiuose

33

63

31 39

Renginiy dalyviy skaic¢ius

1963

4720

1756 2883
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»SolPriPa” projektas

2020 m. rugséjo meén. baigtas jgyvendinti Inspekcijos ir
Mykolo Romerio universiteto 2 mety trukmeés europinis
,SolPriPa” projektas ,SprendZiant privatumo paradoksa:
asmens duomeny apsaugos, kaip pagrindinés teisés ir
vieno i$ svarbiausiy vartotojy pasitikéjimo skaitmenine
ekonomika veiksniy, auksty standarty skatinimas’, kuris
prisidéjo prie informuotumo Lietuvoje apie asmens
duomeny apsauga didinimo. 2020 m. reprezentatyvaus
tyrimo duomenimis, 73 proc. Lietuvos gyventojy Zino apie
BDAR.

Lietuvos auksty asmens duomeny apsaugos standarty
skatinimo projektas is dalies finansuotas pagal Europos
Sajungos Teisiy, lygybés ir pilietiskumo programa (2014-
2020).

lgyvendinant projekta pasiekti Sie tikslai: patobulinti
projekto partneriy neformaliojo iSsilavinimo instituciniai
ir organizaciniai gebéjimai; organizacijos paskatintos
gerinti verslo veiklos valdyma asmens duomeny apsaugos
srityje; padidintas  visuomenés informuotumas  apie
duomeny apsaugos problemas; padidintas suvokimas,
kad piktnaudziavimas asmens duomenimis negali bdti

~ADA gidas” — kiekvienam
nemokamai prieinama mobilioji
aplikacija apie asmens duomeny

apsaugq

LADA gidas” — interaktyvi informacijos sklaidos platforma,
naudinga sprendziantiems asmens duomeny apsaugos
ir BDAR klausimus. Si priemoné skirta organizacijoms,
tvarkanc¢ioms asmens duomenis, Zmonéms, kad geriau
suprasty savo teises asmens duomeny apsaugos srityje ir
kaip jas ginti.

toleruojamas; paskatintas socialinis solidarumas ir jaunimo
pilietiskumo kompetencijos ugdymas, buatini aktyviam ir
atsakingam dalyvavimui nuolat kintancioje visuomenéje.

Sioms pagrindinéems SolPriPa projekto tikslinéms grupéms:
smulkiojo ir vidutinio verslo atstovai, startuoliai, sveikatos
priezilros ir ziniasklaidos sektoriai bei jaunimas ir vyresnio
amziaus zmonés, parengtos tokios informuotumo didinimo
priemonés kaip:

7 gairés organizacijoms ir zmoneéms;
7 lankstinukai;

17 informuotumo didinimo asmens duomeny apsaugos
srityje seminary;

Videokonkursas jaunimui;

Nuotoliné 700 tiesioginés transliacijos dalyviy sulaukusi
konferencija;

Straipsniy rinkinys apie asmens duomeny apsauga
moksliniame leidinyje ,Jurisprudencija” (2020 m., Nr. 2,
27 tomas);

Mobilioji programélé ,ADA gidas”

Projekto testinumas. 2020 m. pateikus Europos Komisijai
naujo projekto paraiskg ir gavus finansavima, 2021 m.
vasario men. startavo 2 mety trukmés projektas ,SolPriPa
2 WORK, kuriuo projekto partneriai — Inspekcija ir Mykolo
Romerio universitetas — padés jtvirtinti ir pagilinti asmens
duomeny apsaugos Zinias jvairioms tikslinéms grupéms.
Ypac didelis démesys bus skiriamas duomeny apsaugos
pareiginy uzduotims ir asmens duomeny apsaugos
klausimams darbo santykiy kontekste.

Mobilioji  programélé  skatina ne tik visuomenés
informuotuma apie asmens duomeny apsauga, bet
ir jsitraukima | asmens duomeny apsaugos priezilros
veikla. ,ADA gide” sukurta rubrika ,Jasy nuomoné’, skirta
kiekvienam, norin¢iam prisidéti prie asmens duomeny
apsaugos priezitros Lietuvoje. Joje realizuota galimybé
anonimiskai pasidalinti savo vertinimais ir jZvalgomis
dél rinkoje vykstancio asmens duomeny tvarkymo, del
neraminanciy ar kaip tik pavyzdiniy asmens duomeny
tvarkymo atvejy. Pateikta informacija padés Inspekcijai
vykdyti asmens duomeny apsaugos priezitros veikla,
stebeti situacijg Lietuvoje, vertinti kylancias rizikas, planuoti
patikrinimus.

Kuriant,ADA gidas” turinj skirta démesio asmens duomeny
saugumo pazeidimams, atsizvelgiant|tai, kad jvykes asmens
duomeny saugumo pazeidimas gali sukelti itin skaudziy
pasekmiy tiek Zzmonéms, tiek pacioms organizacijoms.
LADA gido” testy rubrikoje sukurtas specialus testas, kuris
padés apsispresti, ar konkreciu atveju reikéty Inspekcijai
pateikti pranesima apie jvykusj pazeidima.

Mobiliojoje aplikacijoje ,ADA gidas” paskelbtos SolPriPa
projekto gairés apie asmens duomeny apsauga duomeny


https://vdai.lrv.lt/lt/naudinga-informacija/solpripa-projektas
https://www3.mruni.eu/ojs/jurisprudence/
https://vdai.lrv.lt/lt/naudinga-informacija/solpripa-2-work-projektas
https://vdai.lrv.lt/lt/naudinga-informacija/solpripa-2-work-projektas
https://vdai.lrv.lt/lt/naujienos/ada-gidas-mobilioji-programele-skirta-informacijos-sklaidai-apie-asmens-duomenu-apsauga

subjektams, jaunimui, vyresnio amziaus zmonéms,
smulkiajam ir vidutiniam verslui, startuoliams, sveikatos
priezidros sektoriui, ziniasklaidos sektoriui, taip pat
lankstinukai ,Asmens duomeny apsauga Lietuvoje. Kokios
institucijos gali padéti?’, Teisés asmens duomeny apsaugos
srityje”, ,Asmens duomeny saugumas internete’, ,Vaizdo

KONSULTACIJOS

2020 m. Inspekcija aktyviai vykdé asmeny ir organizacijy
konsultavimg BDAR taikymo ir teisiy | duomeny apsauga
klausimais. 2020 m. suteikta 71 konsultacija duomeny
apsaugos pareiginams, 2 206 —zmonéms, 3 206 —jmonéms
ir valstybinems institucijoms.

2020 m. suteikta konsultacijy pasiskirstymas:

283 1003

Oficialiu rastu Elektroniniu pastu

Daugiausia klausimy is$ Zmoniy sulaukta dél:

I 454 Asmens duomeny tvarkymo teisétumo ;
I 354 Vaizdo stebéjimo;

. 350 Skundo pateikimo;

251 Teisiy jgyvendinimo;

I 280 BDAR ir Asmens duomeny teisinés apsaugos
jstatymo taikymo ir Inspekcijos kompetencijos;

Bl 108 Darbuotojy asmens duomeny tvarkymo;

m 53 Dél COVID-19.

METODINE INFORMACIJA

2020 m. Inspekcija, siekdama sumazinti pavieniy kreipimusi
skaiciy ir pateikti iSsamesnés informacijos aktualiais
klausimais didesnéms suinteresuotyjy asmeny grupéms,
skyré daug démesio metodinés informacijos rengimui, kuri
yra naudinga tiek duomeny valdytojams, tiek ir duomeny
subjektams. Parengti 5 DUK, 4 rekomendacijos, 4 gairés ir
2 atmintinés.

Inspekcijos 2020 m. parengti metodiniai dokumentai:

Gairés ,Pritaikytoji ir standartizuotoji duomeny apsauga
informacinés sistemos gyvavimo cikle”

PraSymy dél asmens duomeny teikimo vertinimo gairés

stebéjimas’, ,Tiesioginé rinkodara ir asmens duomeny
apsauga’, ,Asmens duomeny apsauga ziniasklaidoje” ,ADA
gidas” paskelbtos projekto metu parengtos tinklalaidés ir
straipsniai ziniasklaidos priemonése.

Inspekcija atsizvelgdama | informacijos poreikj parengeé
aktualios metodinés informacijos.

4111

Telefonu

44

Inspekcijoje

Jvairios organizacijos daugiausia teiravosi dél:

I 571 BDAR ir Asmens duomeny teisinés
apsaugos jstatymo taikymo ir Inspekcijos kompetencijos;
423 Asmens duomeny tvarkymo teisétumo;
. 382 Asmens duomeny teikimo teisetumo;
. 294 Vaizdo stebéjimo;

I 278 Darbuotojy asmens duomeny tvarkymo;
mm 180 Asmens duomeny tvarkymo salygy taikymo;
B 146 Dél duomeny apsaugos pareiglno;

mmm 174 Dél COVID-19.

Tvarkomy asmens duomeny saugumo priemoniy
ir rizikos jvertinimo gairés duomeny valdytojams ir
duomeny tvarkytojams (3 versija)

DUK. Jmonei privalomy taisykliy (BCR) procedura

DUK. Svarbiinformacija dél asmens duomeny perdavimo
ir gavimo ¥ Jungtinés DidZiosios Britanijos ir Siaurés
Airijos Karalystés

DUK. Kaip jvertinti, kas yra savo paties panasios prekes ar
paslaugos?

DUK. Ar privaloma atlikti poveikio duomeny apsaugai
vertinima, kai asmens duomenys tvarkomi vadovaujantis
BDAR 6 straipsnio 1 dalies ¢ punktu (teisiné prievolé)?
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Gairés dél pritaikytosios ir standartizuotosios duomeny apsaugos

Inspekcija parengé gaires ,Pritaikytoji ir standartizuotoji
duomeny apsauga informacinés sistemos gyvavimo
cikle” Sios gairés padés asmens duomeny valdytojams
ir tvarkytojams suprasti ir laikytis BDAR 25 straipsnyje
numatyty pritaikytosios ir standartizuotosios duomeny
apsaugos reikalavimy informacinés sistemos gyvavimo
ciklo metu.

Gairés skirtos informaciniy sistemy ar atskiros programinés,
techninés jrangos karéjams: informaciniy technologijy
projekty vadovams, informaciniy technologijy
architektams, programuotojams, testuotojams, duomeny

apsaugos pareigtnams ir kitiems asmenims, kurie dalyvauja
informaciniy sistemy, kuriose tvarkomi asmens duomenys,
kdrime.

Informacinés sistemos gyvavimo ciklas apima visus sistemos
blsenos pokycius nuo jos steigimo pagrindo nustatymo iki
veikimo pabaigos, t. y. informacinés sistemos inicijavimas,
karimas, eksploatavimas, modernizavimas, likvidavimas.
Be kita ko, gairése pateikta gyvavimo ciklo koncepcija taip
pat taikytina atskiram programinés ar techninés jrangos
vystymui. Placiau: Pritaikytoji ir standartizuotoji duomeny
apsauga informacinés sistemos gyvavimo cikle>>

Prasymy dél asmens duomeny teikimo vertinimo gairés

Inspekcija, atsizvelgdama j duomeny valdytojy ir duomeny
tvarkytojy uzklausas dél gaunamy prasymy pateikti asmens
duomenis (toliau — Pradymai) teisétumo ir kokiais kriterijais
vadovaujantis jvertinti, ar Prasymai gali bati tenkinami,
parengé Prasymy dél asmens duomeny teikimo vertinimo
gaires, kuriose aptariama:

Asmens duomeny teikimo vertinimo kriterijai;
Teiséto asmens duomeny tvarkymo salygos;

Atvejai, kai BDAR néra taikomas;
Asmens duomeny teikimas teisésaugos institucijoms;
Asmens duomeny teikimas advokatams.

Gairiy projektas buvo pateiktas vieSosioms konsultacijoms
Inspekcijos interneto svetaingje. Tai padéjo jvertinti galima
gairiy poveikj duomeny valdytojy (duomeny tvarkytojy)
veikloje. Ateityje planuojama gaires plésti ir kitomis
duomeny gaveéjy grupémis.

Gairés dél asmens duomeny saugumo priemoniy ir rizikos jvertinimo

Inspekcija parengé ,Tvarkomy asmens duomeny saugumo
priemoniy ir rizikos jvertinimo gairiy duomeny valdytojams
ir duomeny tvarkytojams” 3 versija.

Gairés padés jvertinti aktualius pavojus asmens duomeny
saugumui ir jgyvendinti tinkamas saugumo priemones.
Kuriant (diegiant) ar vertinant turimas organizacines
ir technines saugumo priemones, organizacijos turi
visapusiskai atsizvelgti j duomeny tvarkymo pobdudj,
apreptj, konteksta bei tikslus ir rizika, susijusig su pavojais
fiziniy asmeny teisems ir laisvéms. BDAR 24 ir 32 straipsniai
organizacijas jpareigoja visais atvejais atlikti rizikos vertinima.

Sios gairés parengtos remiantis ENISA rekomendacijomis,
ISO standartais LST ISO/IEC 27001:2017 ir LST ISO/IEC
27002:2017. Si trecioji gairiy versija papildyta 2019 m. ISO
standartu ISO/IEC 27701:2019 ,Saugumo metodai — ISO/
I[EC 27001 ir ISO/IEC 27002 papildymas dél privatumo
valdymo — reikalavimai ir gairés” ISO standartai paremti
organizacijos riziky valdymu, o asmens duomeny apsauga
vertinama kaip organizacijos saugumo dalis, tuo tarpu

BDAR saugumas yra tik vienas i§ asmens duomeny
apsaugos komponenty, o rizika vertinama atsizvelgiant j
poveikj zmogaus teiséms ir laisvems.

Kitos metodinés priemonés buvo parengtos siekiant padéti
uztikrinti tinkama asmens duomeny tvarkyma COVID-19
pandemijos laikotarpiu, todél placiau aptartos tolesniame
skyriuje.


https://vdai.lrv.lt/uploads/vdai/documents/files/Pritaikytoji_ir_standartizuotoji_apsauga_IS_gyvavimo_cikle_2020-12.pdf
https://vdai.lrv.lt/uploads/vdai/documents/files/Pritaikytoji_ir_standartizuotoji_apsauga_IS_gyvavimo_cikle_2020-12.pdf
https://vdai.lrv.lt/uploads/vdai/documents/files/Prasymu%20del%20AD%20teikimo%20vertinimo%20gaires%20(2%20versija)%202020-11-10.docx.pdf
https://vdai.lrv.lt/uploads/vdai/documents/files/Prasymu%20del%20AD%20teikimo%20vertinimo%20gaires%20(2%20versija)%202020-11-10.docx.pdf
https://vdai.lrv.lt/uploads/vdai/documents/files/VDAI_saugumo_priemoniu_gaires-2020-06-18.pdf
https://vdai.lrv.lt/uploads/vdai/documents/files/VDAI_saugumo_priemoniu_gaires-2020-06-18.pdf
https://vdai.lrv.lt/uploads/vdai/documents/files/VDAI_saugumo_priemoniu_gaires-2020-06-18.pdf

Inspekcijos pagalba zmonéms ir organizacijoms tvarkant asmens duomenis

COVID-19 pandemijos laikotarpiu

2020 m. tiek zmoném:s, tiek organizacijoms kilo klausimy dél
asmens duomeny tvarkymo COVID-19 pandemijos metu.
18 proc. Lietuvos gyventojy nuomone, dél pandemijos
buvo maziau laikomasi duomeny apsaugos reikalavimy.
Taip pasiskirsté Lietuvos gyventojy tyrimo duomenys,
atsakant j klausima ,Kaip vertinate asmens duomeny
tvarkyma COVID-19 pandemijos laikotarpiu?”:

44 proc. — asmens duomeny tvarkymas nepakito;
26 proc. — neturéjo nuomoneés / negaléjo atsakyti;

12 proc. respondenty mano, kad buvo labiau paisoma
reikalavimy;

18 proc. respondenty mano, kad buvo maziau paisoma
reikalavimy.

2020 m. Inspekcija padéjo spresti jvairius asmens
duomeny tvarkymo klausimus COVID-19 tematika. Kad
visg informacijg baty galima rasti patogiau vienoje vietoje,

Inspekcijos interneto svetainéje sukurta speciali rubrika
,COVID-19 ir BDAR". Nuoroda j jg paskelbta ir ,ADA gidas”
mobiliojoje aplikacijoje. Sioje rubrikoje informacija prireikus
pildoma, o 2020-aisiais paskelbta:

Aktualds asmens duomeny tvarkymo aspektai dél
koronaviruso COVID-19

Asmeny registracija COVID-19 ligos profilaktikos ir
kontrolés priemoniy jgyvendinimo tikslais

Trys Zingsniai dél nuotolinio mokymosi organizavimo
Rekomendacija dél darbuotojy asmens duomeny
tvarkymo, organizuojant darba nuotoliniu badu

Darbuotojy sveikatos duomeny tvarkymas, jsigaliojus
Darbo kodekso pataisoms dél karantino

Rekomendacija dél asmens duomeny apsaugos aspekty,
teikiant sveikatos prieZilros paslaugas nuotoliniu bddu

SMS Zinutés dél koronaviruso grjztantiems is uZsienio
siunciamos teisétai
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Nurodyta laikinai sustabdyti
programéle ,Karantinas” del galimai
netinkamo asmens duomeny
tvarkymo

2020 m. geguzés meén. Inspekcija pradéjo programelés
,Karantinas” stebéseng dél asmens duomeny tvarkymo.
Stebésenos  veiksmy  priezidros institucija = émesi

VISUOMENES INFORMAVIMAS

2020 m. Inspekcija skyré daug démesio informacijos sklaidai
apie vykdoma veikla, funkcijas, teiké komentarus dél jvairiy
situacijy, duomeny saugumo pazeidimy tiek viesajame, tiek
privactiame sektoriuose jvairiais visuomenés informavimo
kanalais ir priemonémis:

jgyvendindama BDAR ir reaguodama | Ziniasklaidoje
pasirodziusig informacija, susijusia su asmens duomeny
tvarkymu programele mobiliesiemsjrenginiams,Karantinas”.
Inspekcija jvertino stebésenos metu surinktg informacija
ir nustate, kad tvarkant asmens duomenis Sia programeéle
gali bati pazeidziamas BDAR 5 straipsnio 2 dalyje jtvirtintas
atskaitomybésprincipas,kurisyrapagrindasvertinantasmens
duomeny tvarkymo atitiktj kitiems BDAR 5 straipsnio 1 dalyje
numatytiems asmens duomeny tvarkymo principams.
Asmens duomeny tvarkymas nesilaikant minéty principy
sukelia potencialig grésme, kad duomeny subjekto
teisés nebus tinkamai jgyvendinamos. Atsizvelgdama j
stebésenos rezultatus Inspekcija savo iniciatyva pradéjo
tikrinima ir prieme sprendimga laikinai sustabdyti minéta
programéle atliekama asmens duomeny tvarkyma.

2021 m.vasario mén. dél Sio atvejo Inspekcija Nacionaliniam
visuomeneés sveikatos centrui skyré 12 takst. bauda uz BDAR
5,13, 24, 32, 35 ir 58 straipsnio 2 dalies f punkto nuostaty
pazeidimus, o programéle karusiai UAB IT sprendimai
sékmei” 3 tOkst. bauda skirta uz nustatytus BDAR 5, 13, 24,
32 ir 35 straipsniy pazeidimus.

105 atsakymai | paklausimus;

42 naujienos interneto svetainéje;
13TV interviu ar laidy;

12 radijo interviu ar laidy;

5 pranedimai spaudai;

Ir kt.

Bendradarbiavimas su kitomis organizacijomis informuotumui apie asmens

duomeny apsaugq skatinti

2020 m. Inspekcija tesé bendradarbiavimag su Mykolo
Romerio universitetu siekiant paskatinti universiteto
studentus domeétis asmens duomeny apsauga tiek kaip
paciy teise, tiek kaip tema profesiniam pasirinkimui ar
papildomy kompetencijy jgijimui. Inspekcija prisidéjo prie
Mykolo Romerio universiteto organizuojamos,,Teisiniy ziniy
olimpiados’, prie vieno i$ lektoriy iniciatyva organizuojamo
esé konkurso ,Zmogus be privatumo tai - Zmogus be

orumo’, skaitétme keletg paskaity jvairiy studijy krypciy
studentams, dalyvavome universiteto renginiuose.

2020 m. birZelio mén. Inspekcija pasirasé bendradarbiavimo
sutartjsudarvienu—KazimieroSimonaviciaus universitetu,
atsizvelgiant | tai, kad prieziGros institucijai labai svarbu
prisidéti ugdant asmenybes, be kity kompetencijy, puikiai
ismanancias ir asmens duomeny apsauga. Kartu su BDAR



taikymo pradZia duomeny apsauga tapo dideliu is5akiu
visose profesinio gyvenimo srityse, todél Inspekcija palaiko
iniciatyvas, kurios padeda organizacijoms uztikrinti asmeny
teise | duomeny apsauga ir paciai Inspekcijai pritraukti
naujy specialisty. Inspekcija, skatindama kompetencijas
asmens duomeny apsaugos srityje, kartu su Kazimiero
Simonaviciaus universitetu prisidés prie tokiy universiteto
veikly kaip moksliniai darbai, tyrimai ir analizés, studenty
praktika, renginiy organizavimas ir kt.

Atsizvelgiant j tai, kad be Inspekcijos Lietuvoje yra ir dar
kita asmens duomeny apsaugos priezitros institucija —
iurnalistq etikos inspektoriaus tarnyba (toliau — ZEIT),

Ka apie asmens duomeny apsauga
galvoja Lietuvos gyventojai

Inspekcijos uzsakymu ,Spinter tyrimai” 2020 m. pabaigoje
atliko daugiau kaip 1 000 Lietuvos gyventojy apklausa. Ji
atskleidé, kad visuomenei asmens duomeny apsauga rupi,
o atlaidumas pazeidéjams Sioje srityje mazéja.

Pazeidziamesni yra studentai ir moksleiviai. Remiantis
apklausa, apie teisés akta, saugantj Zzmoniy teises ir
nustatantj organizacijy pareigas dél asmens duomeny
apsaugos, BDARZino 73 % Lietuvos gyventojy. Sis procentas
jau trecius metus islieka stabilus. Geriausiai informuoti yra
vadovai ir specialistai bei tarnautojai, o maziausiai apie
BDAR yra girdéje studentai ir moksleiviai. Apklausos analizé

su ja taip pat bendradarbiavome vykdydami veikla 2020 m.
ZEIT kuruojama sritis — asmens duomeny tvarkymas
zurnalistikos arba akademinés, meninés ar literatQrinés
saviraiSkos tikslais, dél kurios daZznai kyla klausimy
ypa¢ jvairioms institucijoms, teikiancioms informacijg
Ziniasklaidai ar skelbianc¢ioms jvairiomis informacijos
sklaidos platformomis. Siekdami padéti organizacijoms
gauti visapusiskg informacijg apie asmens duomeny
apsauga, kvietéme kolegas i§ ZEIT dalyvauti ir skaityti
praneSimus musy organizuojamuose renginiuose. Kartu
dalyvavome jvairiuose darbiniuose susitikimuose su
institucijomis ir visuomeninémis organizacijomis.

taip pat rodo, kad su BDAR labiau susipazine didesnes
pajamas ir aukstesnj issilavinima turintys respondentai.

Asmens kodas ir pirsty atspaudai - itin privatas.
Gyventojai gana jautriai vertina savo privatuma. Asmens
kodas ir pirsty atspaudai — yra itin privatds duomenys
devyniems i$ deSimties gyventojy. Toliau pagal privatuma
yra duomenys apie sveikaty, pajamas, veido atvaizdas,
namy adresas, 0 maziausiai privatds — telefono numeris ir
informacija apie uzimamas pareigas. DidZiausig privatumo
poreikj turi vadovai ir namy Seimininkés (-ai).

Savo duomenis patikéty policijai. Daugumai (81 %)
Lietuvos gyventojy svarbu, kas, kaip ir kokius jy asmens
duomenis tvarko. Visgi dauguma pasitiki, kad vieSojo
sektoriaus institucijos, tokios kaip policija, VMI ir SODRA,



jy asmens duomenis tvarko tinkamai. Taip pat labai
pasitikima bankais. Privataus sektoriaus organizacijomis
(telekomunikacijy bendrovemis, prekybininkais ir greityjy
kredity bendrovémis) respondentai pasitiki daug maziau.
Per 2020 m. labiausiai krito pasitikéjimas prekybininkais, o
labiausiai iSaugo bankais.

Atlaidumas pazeidéjams mazéja. Mazdaug 13 %
gyventojy teigia, kad per pastaruosius metus jiems teko
susidurti su neteisétu jy asmens duomeny tvarkymu.
Apklausa rodo, kad, susiddre su pazeidimu, daugiau kaip
pusé gyventojy (54 %) ne tik noréty, kad pazeidéjas (jmoné

Teisés akty rengimas ir derinimas

arba jstaiga) pasitaisyty, bet ir baty nubaustas. Palyginti su
2019 m.apklausos rezultatais (36 %), matyti, kad visuomenes
atlaidumas pazeidéjams mazéja. Nepaisant to, gyventojai
ne visuomet kreipiasi j Inspekcija, siekdami apginti savo
teise | asmens duomeny apsauga, nors apie priezilros
institucijg — Inspekcijg — Zino net 65 % Lietuvos gyventojy,
o kad pastaroji gina jy teises — 57 % respondenty. Platesné
apklausos informacija>>

Veikla lki BDAR Pradéjus taikyti BDAR

2017 m. 2018 m. 2019 m. 2020 m.
Derinta teisés akty 328 623 630 662
Parengta teisés akty 7 17 23 6

2020 m. Inspekcijos dalyvavimas teisekdros veikloje uzéme
reikSminga veiklos dalj. Per ataskaitinj laikotarp] ne tik
derinta 662 kity institucijy teisés akty projektai, parengti
ir patvirtinti 6 su prieziGros vykdymu susije Inspekcijos
direktoriaus jsakymai, 16 atvejy parengta pasialymy, teikta
nuomoniy ar jvykdyta pavedimy dél teisés akty projekty.
Jvykdytos 5 viesosios konsultacijos dél teisés akty projekty.

I$ viso per ataskaitinj laikotarpj derinta 3iy teisés akty
projektai:

|statymai — 164;

Viyriausybés nutarimai - 130;

Informaciniy sistemy nuostatai — 162;

Registry nuostatai — 53;

|sakymai — 109;

Kiti teisés aktai — 44.
Inspekcija, siekdama skatinti islaikyti auk$tus duomeny
apsaugos standartus, aktyviai, skubos tvarka vertino jai
teikty teisés akty, skirty kovai su koronaviruso COVID-19

pandemija, projektus ir teiké jiems pastabas bei pasitlymus.
Visgi derindama teisés akty projektus, nesusijusius su
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koronaviruso COVID-19 pandemija, Inspekcija taip pat
stebéjo tendencijg, kad teisés aktai pakankamai daZnaibuvo
derinami skubos tvarka, jy lydimuosiuose dokumentuose
neretai skubos nepagrindziant, kas kelia susirGpinima dél
galimo poveikio tinkamai teisés akty projekty vertinimo
kokybei ir galiausiai teisés akty projektams. SusirGpinima
taip pat kelia ir tai, kad teisés akty rengéjai praktiskai niekada
neatlieka poveikio duomeny apsaugai vertinimo, nors
neretai tokia praktika galéty padéti teisés akty rengéjams
i$ anksto nustatyti galincias kilti rizikas asmens duomeny
tvarkymui ir tuo paciu nustatyti Siy riziky valdymo
priemones.

Visgi pozityvios teiséklros taip pat netriko, pavyzdZiui,
Inspekcija teiké metodine pagalbg Lietuvos Respublikos
akademinés etikos ir procedtry kontrolieriui dél jo véliau
patvirtinty Atitikties moksliniy tyrimy etikai vertinimo gairiy,
kuriose aptarti, be kita ko, ir asmens duomeny tvarkymo
moksliniuose tyrimuose aspektai.


https://vdai.lrv.lt/uploads/vdai/documents/files/VDAI_2020%20m_%20gyventoj%C5%B3%20apklausa_2021-01-12.pdf
https://vdai.lrv.lt/uploads/vdai/documents/files/VDAI_2020%20m_%20gyventoj%C5%B3%20apklausa_2021-01-12.pdf

2020 m. Inspekcijai pranesta apie 456 duomeny apsaugos
pareigdno paskyrima.

Per visg BDAR taikymo laikotarpj 2018-2020 m. Inspekcijai
yra pranesta apie 2 525 duomeny apsaugos pareiginy
paskyrima. 1 405 duomeny apsaugos pareiglnai paskirti

Duomeny apsaugos pareiguny statistika

vieSajame sektoriuje, 1 118 — privaciajame ir 2 pareiglnus
yra paskyre fiziniai asmenys. Toliau pateikiamas duomeny
apsaugos pareiguny, apie kuriy paskyrimg pranesta
Inspekcijai, pasiskirstymas pagal organizacijos veiklos
pobudi.

2018-2020 m. Tik 2020 m.
IS viso 2525 456
Veiklos pobudis 2018-2020 m. Tik 2020 m.
Kita prekiy ir paslaugy veikla 741 89
Svietimas ir kultara 714 254
Valstybés ir savivaldybiy institucijos 326 19
Sveikatos paslaugos 296 19
Finansy ir kredity veikla 127 20
Kita 321 55

Dvejy mety BDAR taikymo prieZilros ir stebésenos patirtis
bei veiklos rodikliy rezultatai sudaro prielaidas daryti iSvada,
kad Inspekcijai pavyko pasiekti, jog tiek duomeny valdytojai,
tiek ir duomeny subjektai turéty pagrindines Zinias apie
kiekvieno i$ jy turimas teises ir pareigas asmens duomeny
apsaugos srityje. Ateinanciu laikotarpiu Inspekcija planuoja
toliau visuomenéje skleisti pagarbos asmens duomenims
kultQrg, visy pirma didinant suinteresuotyjy asmeny zinias,
kompetencijg ir jgudZius asmens duomeny apsaugos
srityje, siekiant uztikrinti tinkamg BDAR nustatyty asmens
duomeny tvarkymo taisykliy jgyvendinimg ir veiksminga
asmens duomeny apsauga.

Atsizvelgiant | tai, Inspekcijos 2021-2023 m. veiklos
prioritetai yra:

1. Didinti duomeny valdytojy, duomeny apsaugos
pareigdny ir duomeny subjekty Zinias, kompetencijg ir

jgudzius asmens duomeny apsaugos srityje.

2. Prisidéti didinant pasitikéjima vieSojo sektoriaus atliekamu
asmens duomeny tvarkymu.

3. Stiprinti tarptautinj bendradarbiavimg asmens duomeny
apsaugos srityje.

Pazymeétina, kad Inspekcijos 2021-2023 m. veiklos prioritetai
prisidés prie 2021-2030 mety nacionaliniame pazangos
plane, patvirtintame Lietuvos Respublikos Vyriausybés
2020 m. rugséjo 9 d. nutarimu Nr. 998 ,Dél 2021-2030
mety nacionalinio pazangos plano patvirtinima’, jtvirtinty
valstybés strateginiy tiksly — didinti Svietimo jtrauktj ir
veiksminguma, siekiant atitikties asmens ir visuomenés
poreikiams (3 tikslas), didinti teisinés sistemos ir viesojo
valdymo veiksminguma (8 tikslas), stiprinti Lietuvos jtaka
pasaulyje ir rysius su diaspora (9 tikslas) — jgyvendinimo.
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REVIEW OF PERSONAL DATA
PROTECTION SUPERVISION
IN LITHUANIA IN 2020

BY THE OFFICE OF THE
INSPECTOR OF JOURNALIST
ETHICS



INTRODUCTORY REMARKS BY THE
INSPECTOR OF JOURNALIST ETHICS

2020 is a special year for all of us. The Office of the Inspector
of Journalist Ethics is no exception.

The pandemic has forced changes in working and
communication habits, and we have had to adapt quickly
to remote work by moving face-to-face communication to
cyberspace. The virus, although it knocked on the door of
the Office, did not stop its activities, but rather forced it to
focus. Living in quarantine conditions and being confined
at home stimulated communicative activity and increased
public sensitivity. While the year-on-year increase in the
number of complaints is not surprising, it grew even more
in 2020.

The Inspector of Journalist Ethics supervises the Regulation
when data are processed for journalistic, academic, artistic
or literary purposes. The supervisory role of the Data
Protection Supervisor is only one of the Inspector’s roles in
the protection of individuals’ moral rights (honour, dignity,
and privacy). In the overall context of the subject matter of
the complaint, it is observed that the number of complaints
about data protection is growing at the fastest rate each
year. As in previous years, the publication of personal data
in the field of journalism received the most attention last
year.

The year was marked by an increase in the number
of complaints about personal data breaches on social
networks. Some of the complaints were directly related
to the related to the publicity of the pandemic situation
(hotspots, outbreaks, personal details of patients) in the mass
media. The pandemic situation has not only stimulated an
increase in the number of complaints, but also to a marked
growth of public interest in data protection, consultations,
training and seminars.

Inspector of Journalist Ethics
Grazina Ramanauskaite

EN
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The Inspector of Journalist Ethics is an independent
public official accountable to the Seimas of the Republic
of Lithuania, who oversees the implementation of the
provisions of the Laws on Public Information and on the
Protection of Minors from the Adverse Effects of Public
Information. It also has competence in the area of personal
data protection: where data are processed for journalistic
purposes and for academic, artistic or literary expression,
the Inspector of Journalist Ethics monitors the application
of the Law on the Legal Protection of Personal Data,
complies with Regulation (EU) 2016/679 of the European
Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing
of personal data and on the free movement of such data,
and repeals Directive 95/46/EC (General Data Protection
Regulation) (the Regulation) and performs the functions
of the Convention for the Protection of Individuals with
regard to Automatic Processing of Personal Data (ETS No
108) and its Protocols Supervisory Authority in the Republic
of Lithuania formed in Strasbourg.

The activities of the Office of the Inspector of Journalist
Ethics are ensured by the of the Inspector of Journalist
Ethics (hereinafter referred to as the Office). The strategic
objective of the Office is to protect human rights in the
media. The Office carries out its mission to ensure that
human rights and freedoms are respected in the field
of public information, developing a critical approach to
public information processes, raising awareness of human
rights in society, and promoting the responsibility of public
information authors and disseminators.

The main function of the Inspector of Journalist Ethics is
to deal with complaints from interested persons regarding
violations of their honour and dignity, the right to the
protection of private life in the media, as well as complaints
lodged by data subjects under the Regulation concerning
the processing of personal data for the purposes of
journalism, academic, artistic or literary expression. It should
be noted that although the main function of the Inspector
of Journalist Ethics is the examination of complaints from
interested persons, the Inspector performs this function
within the framework of the purpose of the Inspector of
Journalist Ethics, which is set out in the Law on Public
Information, as a guarantee of human rights in the field of
publicinformation, i.e.to ensure the properimplementation
of the public interest — the right to freedom of speech and
press, and the proper provision of information.

As one of the supervisory authorities for data processing
in Lithuania, the Office develops professional cooperation
with the State Data Protection Inspectorate, — the other
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supervisory authority in our country. In accordance with
the cooperation agreement signed in 2019 between the
Office and the State Data Protection Inspectorate, inter-
institutional meetings were organised to discuss topical
issues and to exchange information. The Inspector of
Journalist Ethics or the representatives of the Office were
invited and participated in various events, conferences,
trainings, where they shared their insights and information
on the protection of personal data and the right to
protection of private life with the representatives of the
State Data Protection Inspectorate.

With the onset of the application of the provisions of the
Regulation in practice, the need to cooperate with the
State Data Protection Inspectorate has increased, as there
is a need to delimit competences, to coordinate positions,
report, ensure uniform interpretation of the Regulation,
and exchange relevant information. In accordance with
the Regulation, each personal data supervisory authority
prepares an annual report on its activities, which it submits
to the European Data Protection Board, the European
Commission and the public. In cooperation with the State
Data Protection Inspectorate, the Office presents its report
on the supervision of data processing together in a single
document.

During the reporting period, the Office has not yet
encountered any cases where it has had to deal with
complaints or investigations through the cooperation
and consistency mechanism of the Regulation, ie. the
coordination of investigative actions and decisions with
other data protection supervisory authorities of the
European Union. In an increasingly globalised world, this is
a matter of a near future.

Although the Office is not mandated to carry out
educational and preventive activities in the field of the
media, the Inspector of Journalist Ethics and the specialists
of the Office conduct trainings and seminars on the issues of
ensuring human rights in the media, provide consultations
and information to interested persons on issues related to
public information.

Duringthereporting period, the Inspectorof Journalist Ethics
made presentations at various conferences, participated
in events, meetings and discussions on personal data
protection issues, prevention of cyberbullying, protection
of hate speech in the media, provision of information to the
media, (non-)availability of information to journalists, other
topics.



Looking back at the year 2020, it is clear that the number
of complaints received has reached new heights, with a
total of 408 complaints received by the Office, representing
a further 7% increase in the total number of complaints
compared to 2019. The most active efforts were made to
defend the right to the protection of personal data, with
142 complaints received (compared to 133 complaints in
2019 and 69 in 2018). Of these, 80 complaints concerning
possible infringements of the processing of personal data
were forwarded to the Office by the State Data Protection
Inspectorate for examination under its competence.

Some of the complaints were directly related to the
publicity given to the pandemic situation in the mass
media. They sought the protection of the privacy of
personal data, possibly compromised by informing of the
COVID-19 outbreaks, the defence of privacy in the event of
the disclosure of the patients’ private lives, and the issues of
fair and objective information.

The upward trend in the number of complaints from
individuals about data processing infringements has
been observed for years, and the entry into force of the
Regulation has significantly increased the determination
of data subjects to effectively defend their right to data
protection. Given the drastic dynamics of data protection
complaints and the increased public attention in this area,
the workload in this area has quadrupled, which is a major
challenge for the Office.

In 2020, there was a significant increase in the number
of complaints received about personal data breaches on
social networks. While a similar number of complaints was
received about personal data processed in traditional media,
there is an upward trend in the number of complaints about
possible infringements in various social networks. It should
be noted that the rapid development and improvement of
information technologies is leading to the emergence of
new platforms where individuals have the opportunity to
disseminate information, which is why in 2020 the Office
also received complaints of personal data protection
infringements on popular social networks such as Discord
and Instagram. When investigating such complaints, the
Inspector of Journalist Ethics is faced with the problem of
identifying the persons who have published the disputed
information, as they use pseudonyms, do not disclose their
contact information, and cannot always be contacted.

Complaints received about the publication of personal data
on social networks continue to show that users publish
personal data in order to “punish by publicity”or to recover
debts, for example, by publishing the identity documents
of people who owe money, in the Facebook groups Aferistai.
Apgavikai. Sukciai (Scammers. Fraudsters. Swindlers), as well
as the details of people who have not performed services
properly in the group Gery meistry kontaktai (Contact details
of good craftsmen). However, the Facebook page Prakeiktieji
(The Damned) stood out in 2020 for its content and the

scope of the rightsinfringed: 7 similar complaints have been
forwarded from various Lithuanian police commissariats to
the competent authorities for investigation because of the
personal data published in the website (names, surnames,
photos, indicating that these persons are cursed).

Complaints received in 2020 about the publication and
collection of health data increased. The increase in these
types of complaints is due to the coronavirus pandemic.
The Office received 9 complaints from individuals about
information disclosed in various media and social networks
on the possible infection of persons with the virus. It should
be noted that as many as one third of the complainants
identified the National Centre for Public Health as the entity
complained against, both for the disclosure of health data
to the media and for the publication of information directly
at press conferences.

It should be noted that the public’s understanding of when
personal data are processed for journalistic purposes, is
growing. Thus, in 2020, for the first time, by clearly defining
the personal data processing activities complained of and
the purpose of the processing, as many as 8 complaints
were received regarding the transfer of personal data by
public authorities and specific officials to the media for the
purpose of journalism. The Office has also seen an increase
in the number of complaints received about the collection
of personal data for journalistic purposes compared to 2019.

In 2020, the Office still received a significant number of
complaints (2 more than in 2019) about the use of personal
data from very old publications for the purpose of exercising
the right to be forgotten, which is one of the exemptions from
the Regulation in cases where personal data are processed for
the purposes of journalism and academic, artistic or literary
expression. For the first time in 2020, complaints were also
received about the rights of personal data subjects, such as
the right to object to the processing of personal data and the
obligation to inform about the processing of personal data,
which are also considered exceptions to the Regulation.

It should be noted that, as in 2019, in the reporting year
the Office received a high number of complaints from
individuals complaining about the processing of data of
persons other than themselves, such as employees, clients,
relatives, without providing any documentary evidence
of representation. However, it was noted that in 2020, a
large number of complaints (7) were lodged regarding the
processing of personal data of minor children represented
by their legal representatives for journalistic purposes. Such
complaints challenge the lawfulness of the collection of
children’s personal data, the legality of posting photos of
remote lessons on Zoom on schools' social networking
accounts, and disagreements between divorced parents
over the posting of photos of their minor child on their
personal social networking accounts.
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The number of personal data processing infringements
in the media detected by the Office decreased by more
than half in the reporting year: In 2020, 12 infringements
were detected, 30 in 2019, 8 in 2018 and 7 in 2017. In the
reporting year, the most frequent breaches were of the
principles and conditions for lawful processing of personal
data.

Processing of personal data is only considered lawful if it
fulfils at least one of the legality conditions laid down in
Article 6 of the Regulation. The analysis of the personal
data violations identified shows that there are situations
where highly sensitive personal data were disclosed. The
law prohibits the publication of a personal identification
number. In one case, the publication of information on a
legal person was negligently accompanied by the natural
person’s code, in breach of a mandatory provision of
law. In another case, it has been unreasonably decided
that personal data that have been made public and
available in public registers may be published in the
media without the consent of the individual and in the
absence of an overriding interest. Several personal data
protection breaches were even found in the information
on the wealthiest Lithuanian individuals. The producer/
disseminator of public information was reminded that
a person’s wealth does not automatically determine his
public status and does not entitle him to have his data
processed without his consent for the purposes of ranking
of persons in the list of the wealthiest and to make these
data publicly available. A test is to be mentioned in which,
having assessed that the person was not a participant in
the criminal case being publicly investigated in court and
that his private conversation took place with the person
whose conversations were intercepted with a sanction,
it was established that the producer/disseminator of the
public information, under the guise of the information
obtained during the public hearing, had the sole purpose
of disclosing piquant information that satisfied curiosity,
in spite of the obligation to manage personal data
responsibly. In another case, when the court procedural
documents were made public by one of the participants

in the civil dispute, the address of the place of residence
of the other party to the dispute was also disclosed. In the
context of the legal protection of personal data, such data
could only be published with the consent of the applicant.
There are situations where the indiscriminate disclosure of
personal data is motivated by the clarification of personal
relationships or disputes over childcare. In all cases, it is
necessary to take a responsible approach to the information
to be published, to make sure that the information to be
prepared and made public will not infringe the principles
and lawfulness of the processing of personal data, and
to obtain the consent to publish, or not to publish such
information.

The content and context of the posts published on the
Facebook account and on the Youtube channel of the
image-sharing platform showed that the interests of the
data subjects outweighed the public's right to know the
details of the remuneration received, its amount, its basis
and its timing, together with the names of the persons
concerned. The concept of protection of personal data is
not linked to where and how many times the data have
been published in the past, or whether such information
is easily accessible on the internet or other sources, i.e. a
person’s decision to publish/consent to the publication
of his data in certain circumstances and for the purpose
of publishing it, does not eliminate the protection of such
data, nor does it eliminate the obligation of producers
and disseminators of public information to publish private
information only with the consent of the person concerned
in a specific case (save for the exceptions provided for in
the Directive). In one case, the publication of the applicant’s
name and surname and the initials of the minor were found
to be superfluous, while at the same time it was found that
issues of possible public interest could have been analysed
without the provision of these data.



In 2020, the Office provided a total of 1,179 consultations.
This represents a 5% increase in consultations compared to
2019(1,121in2019,719in 2018 and 442 in 2017). Although
this growth is not very pronounced, it continues the trend
of an increase in the number of consultations provided by
the Office, which has been going on for several years. As
in previous years, the main focus was on the interpretation
and application of the Regulation in the media field. This
accounts for around two-thirds of all advice provided.
Although this European Union legislation, which
implemented this reform of the protection of personal
data, was introduced as early as 25 May 2018, we observe
in the work of the Office that questions about situations
where personal data are processed for the purposes of
journalism, academic, artistic or literary expression are
only increasing. Situations are also getting more complex.
In a global world, we see that legal relations in the media
sphere are also becoming more complex. This is driven by
changes in information technology, science, innovation
and people’s worldviews. In order to overcome these
challenges and to ensure the provision of quality legal
advice, it is necessary for the Office’s specialists to keep up-
to-date with media trends, innovations, and the most up-
to-date developments in international and national case
law. In the case of advice, there are increasing cases where
professional analysis and knowledge of the functioning of
new information technologies is required.

The most frequently asked questions are related to the
implementation of data subjects’ rights in the activities
of the mass media, filming (photographing) of persons
in public places, events, educational establishments,
publication of such images, distribution of children’s
photographs without the parents’ consent, publication
of a person’s name, surname, image, residential address,
car registration number, information about the health of
the person. Strengthened legal protection requirements
for personal data have boosted the need for consultation
on the appropriate form of expression of consent to the
processing, duration of data retention, video surveillance
and unlawful collection and pubilicity of information on the
private life of a person. Given that the Regulation does not
fully apply to the processing of personal data for journalistic
purposes, stakeholders often ask about exemptions where
the right to protection of personal data is combined
with the right to freedom of expression and freedom of
information, sanctions for breaches of data processing, etc.

During the consultations, a tendency emerged that
questions of the lawfulness of the processing of personal
data were often raised not in relation to journalists, but
rather in relation to persons outside the profession, and the
information they produced and published (managers of
social media accounts, representatives of citizen journalism,
authors of comments, etc). Although they are not
journalists, such persons are considered to be producers/

disseminators of public information who are also subject to
data protection standards.

The coronavirus pandemic has influenced the specific
nature of the advice provided by the Office, especially
during the first months of quarantine. During this period,
individuals consulted the Office’s specialists very frequently
regarding the increased publication of personal data of
COVID-19 patients in the Lithuanian media. Information
about a person’s diagnosis, health condition, prognosis
and treatment is considered part of a person’s private life
and can only be made public with the person’s consent. An
exception can be made only for the highest level of public
figures. In order not to violate the constitutional human
right to privacy and to ensure the protection of personal
data, producers/disseminators of public information
are obliged not to disclose patients’ names, surnames,
photographs and other personally identifiable data without
their consent. Publication of personal data relating to health
information without the individual’s consent is considered
a gross violation of privacy/personal data processing, which
can lead to both ethical and civil liability. Questions about
possible disinformation, raising panic by informing the
public in the context of the coronavirus, have also been
quite common.

As in previous years, journalists and public information
producers (disseminators) often contacted the Inspector
of Journalist Ethics for advice and clarification on the
relationship between the right to receive information from
state and municipal authorities and bodies and the right to
data protection under the Regulation. Not only in Lithuania,
but also in other EU Member States, there is a trend that
misinterpretation of the Regulation unjustifiably restricts
the right to information of journalists when it comes to
journalistic investigations related to public figures. Contrary
to its nature, the Regulation has become a privacy screen
for state and municipal institutions and bodies to avoid
media attention on topics of public interest. Journalists are
denied the requested information on the grounds that such
information is subject to protection under the Regulation
and cannot be provided without the data subject’s
individual consent. Each situation must be assessed on its
own merits, but the protection of personal data and the
Regulation must not be used as an instrument to hinder
the exercise of journalists'functions, which are essential in a
democratic society.

Representatives of state and municipal institutions and
bodies most often contacted the Office for consultations
on the possibility of providing data to journalists, the
scope of the data to be provided, and clarification of the
concept of a journalist. The status of freelance journalists
(so-called freelancers) and citizens' journalists and their
right to information, especially in relation to personal
data, have been the main source of uncertainty for bodies
implementing the law on access to information from state
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and municipal institutions and bodies. In this context, it
should be noted that case-law has been evolving in the
direction that, in order to take into account the importance
of freedom of expression for the democratic community as
awhole, the related concepts, including journalism, must be
interpreted broadly. The exemption for journalistic activities
is not linked to the legal relationship of employment with
a particular media outlet or to professional membership
of a professional organisation of journalists. It is granted to
anyone involved in journalism.

People with a criminal record or other exposure to law
enforcement were most interested in the possibilities of
exercising the right to be forgotten in the media. The media
enjoy specific rights, safeguards and exemptions from the
general rules on the protection of personal data. Although
the right to be forgotten is enshrined in the Regulation,
Lithuania has established an exception to the application
of this right when personal data are processed in the
exercise of freedom of expression and information. Where
personal data are processed for journalistic purposes,
Article 17 of the Regulation (“Right to be forgotten”) does
not apply. Even the annulment of the criminal record is
not a sufficient factual circumstance that may oblige the
webmaster to “forget” the person once sentenced. The
Lithuanian legislator has established a practically absolute
exception to the "right to be forgotten” in Lithuania. The
only case in which the right to be forgotten should be put
into practice is when the data subject withdraws consent
to the processing of his or her personal data and such
consent was the sole basis for processing his or her data.
It is important to note that withdrawal of consent does
not affect the lawfulness of processing based on consent
carried out before the withdrawal of consent.

The advice of individuals essentially addresses issues
of due balance between the protection of the rights of
persons seeking to defend their rights and the freedom
to receive or impart information. Conflicts of rights are
resolved by seeking a balance. Each case shall be assessed
on an individual basis, taking into account the specific
circumstances. The essential criteria for establishing the
right balance are the proper disclosure of the content of
the legal values encountered in a given situation and
the adaptation of the principle of proportionality to the
objective pursued.
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ZURNALISTU ETIKOS INSPEKTORIAUS

IZANGINIS ZODIS

2020-ieji metai visiems mums isskirtiniai. Ne iSimtis — ir
Zurnalisty etikos inspektoriaus tarnyba.

Pandemija priverté keisti darbo ir bendravimo jprocius,
teko skubiai prisitaikyti prie nuotolinio darbo tiesioginj
bendravima perkeliant | elektronine erdve. Virusas, nors ir
beldési j Tarnybos duris, veiklos nesustabdé, atvirksciai —
priverté susitekti. Gyvenimas karantino salygomis, Zmoniy
uz(si)darymas namuose skatino komunikacinj aktyvuma,
didino visuomenés jautruma. Nors kasmet didéjantis
skundy skaicius nestebina, jis dar labiau augo 2020-aisias.

Zurnalisty etikos inspektorius vykdo Reglamento prieZidra,
kai duomenys tvarkomi Zurnalistikos, akademinés, meninés
ar literatrinés saviraiskos tikslais. Duomeny apsaugos
priezidros funkcija — tik viena i$ asmeny neturtiniy teisiy
gynimo (garbés ir orumo, privatumo) inspektoriaus
funkcijy. Stebima, kad bendrame skundo dalyko kontekste
skundy skaicius dél duomeny apsaugos gynimo kasmet
auga sparciausiai. Kaip ir ankstesniais metais, pernai
daugiausiai démesio susilauké asmens duomeny skelbimas
zurnalistikos srityje.

Metaiissiskyreisaugusiu skundykiekiudélasmensduomeny
tvarkymo pazeidimo socialiniuose tinkluose. Dalis pateikty
skundy buvo tiesiogiai susije su pandeminés situacijos
(ligos zidiniy, serganciyjy asmens duomeny) viesinimu
visuomenés informavimo priemonése. Pandeminé situacija
skatino ne tik skundy skaiciaus augima, pastebimai augo
visuomenés domeéjimasis duomeny apsaugos sritimi, augo
konsultacijy, mokymuy, seminary skaicius.

Zurnalisty etikos inspektore
Grazina Ramanauskaité



Zurnalisty etikos inspektorius yra nepriklausomas, Lietuvos
Respublikos Seimui atskaitingas valstybés pareigtnas, kuris
priziari, kaip jgyvendinamos Visuomenés informavimo,
Nepilnameciy apsaugos nuo neigiamo  viesosios
informacijos poveikio jstatymy nuostatos. Jam taip pat
suteikta kompetencija asmens duomeny apsaugos srityje —
kai duomenys tvarkomi zurnalistikos tikslais ir akademinés,
meninés ar literatQrinés saviraiskos tikslais, Zurnalisty etikos
inspektorius stebi, kaip taikomas Asmens duomeny teisines
apsaugos jstatymas, vykdo 2016 m. balandZio 27 d. Europos
Parlamento ir Tarybos reglamento (ES) 2016/679 dél fiziniy
asmeny apsaugos tvarkant asmens duomenis ir dél laisvo
tokiy duomeny judéjimo ir kuriuo panaikinama Direktyva
95/46/EB (Bendrasis duomeny apsaugos reglamentas)
(toliau — Reglamentas) ir 1981 m. sausio 28 d. Strasbdre
sudarytos Konvencijos dél asmeny apsaugos rysium su
asmens duomeny automatizuotu tvarkymu (ETS Nr. 108) ir
jos protokoly prieziGros institucijos Lietuvos Respublikoje
funkcijas.

Zurnalisty etikos inspektoriaus veiklg uztikrina Zurnalisty
etikos inspektoriaus tarnyba (toliau — Tarnyba). Strateginis
Tarnybos tikslas — Zmogaus teisiy apsauga visuomenés
informavimo priemonése. Tarnyba vykdo misijg — uztikrinti,
kad visuomenés informavimo srityje baty gerbiamos
Zmogaus teisés ir laisves, ugdyti kritiskg pozidrj j visuomenés
informavimo procesus, kelti Zmogaus teisiy suvokima
visuomenéje, skatinti viesosios informacijos rengéjy ir
skleidéjy atsakomybe.

Pagrindiné Zzurnalisty etikos inspektoriaus funkcija yra
nagrinéti suinteresuoty asmeny skundus del visuomenés
informavimo priemonése pazeistos jy garbés ir orumo,
teisés | privataus gyvenimo apsauga, taip pat duomeny
subjekty pagal Reglamenta pateiktus skundus dél asmens
duomeny tvarkymo zurnalistikos, akademinés, meninés ar
literatQrinés saviraiskos tikslais. Pazymétina, kad nepaisant
to, jog pagrindiné zurnalisty etikos inspektoriaus funkcija
yra suinteresuoty asmeny skundy nagrinéjimas, sig funkcija
jis atlieka atsizvelgdamas | Visuomenés informavimo
jstatyme numatyta jo, kaip Zmogaus teisiy visuomeneés
informavimo srityje uztikrinimo garantijos, paskirtj, t. v.
uztikrindamas vieSojo intereso — zodzio ir spaudos laisveés,
visuomeneés informavimo - tinkamg jgyvendinima.

Bldama viena i3 duomeny tvarkymo prieZitros institucijy
Lietuvoje, Tarnyba plétoja profesinj bendradarbiavima
su kita musy S3alyje veikianc¢ia priezZidros institucija —
Valstybine duomeny apsaugos inspekcija. Vadovaujantis
2019 m. tarp Tarnybos ir Valstybinés duomeny apsaugos
inspekcijos pasiradyta bendradarbiavimo sutartimi, buvo

organizuojami tarpinstituciniai susitikimai, diskutuojama
aktualiais  veiklos  klausimais, keic¢iamasi informacija.
Zurnalisty etikos inspektorius arba Tarnybos atstovai buvo
kvieciami ir dalyvavo jvairiuose renginiuose, konferencijose,
mokymuose, kur kartu su Valstybinés duomeny apsaugos
inspekcijos atstovais dalijosi sukauptomis ziniomis bei
informacija asmens duomeny apsaugos ir teisés j privataus
gyvenimo apsauga temomis.

Pradéjus taikyti Reglamento nuostatas praktikoje, poreikis
bendradarbiauti  su  Valstybine duomeny apsaugos
inspekcija  sustipréjo, nes iskilo  bdtinybé  atriboti
kompetencijas, derinti pozicijas, teikti ataskaitas, uztikrinti
vienodg Reglamento nuostaty aiskinima, keitimasi
aktualia informacija. Vadovaujantis Reglamentu, kiekviena
asmens duomeny prieZidros institucija parengia metine
savo veiklos ataskaitg, kurig pateikia Europos duomeny
apsaugos valdybai, Europos Komisijai ir visuomenei.
Bendradarbiaudama su Valstybine duomeny apsaugos
inspekcija, Tarnyba savo ataskaitg apie duomeny tvarkymo
priezilrg pateikia kartu viename dokumente.

Per ataskaitinj laikotarpj Tarnyboje dar nepasitaiké atvejy,
kai reikéty nagrinéti skundus ar atlikti tyrimus taikant
Reglamente jtvirtinta bendradarbiavimo ir nuoseklumo
uztikrinimo mechanizma, t. y. tyrimy veiksmus ir priimamus
sprendimus tarpusavyje koordinuoti su kitomis Europos
Sgjungos duomeny apsaugos prieziros institucijomis.
Globaléjanciame pasaulyje tai yra artimos ateities dalykas.

Nors Tarnybai pagal kompetencija nenustatytas svietéjiskos
ir prevencinés veiklos Ziniasklaidos srityje funkcijy
vykdymas, taciau Zzurnalisty etikos inspektorius bei Tarnybos
specialistai veda mokymus, seminarus Zmogaus teisiy
Ziniasklaidoje uZtikrinimo temomis, teikia konsultacijas
ir informacijg suinteresuotiems asmenims visuomenés
informavimo klausimais.

Ataskaitiniu laikotarpiu  zurnalisty etikos inspektorius
skaité pranesimus jvairiose konferencijose, dalyvavo
renginiuose, susitikimuose ir diskusijose, skirtose asmens
duomeny apsaugos problemoms, patyciy, neapykantos
kalbos elektroninéje erdvéje prevencijos, Zmogaus teisiy
Ziniasklaidoje uztikrinimo, informacijos teikimo Ziniasklaidos
atstovams, informacijos (ne)prieinamumo zurnalistams ir
pan. temomis.
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Apzvelgiant 2020 mety veikla, akivaizdu, kad gauty skundy
skaicius pasieké naujas aukstumas — is viso Tarnyboje gauti
408 skundai, t. y. bendras skundy skaicius, palyginti su
2019 metais, padidéjo dar 7 proc. Aktyviausiai siekta teisés
j asmens duomeny apsauga gynybos, gauti 142 skundai
(palyginimui 2019 metais — 133 skundai, 2018 metais — 69
skundai). 15 jy 80 skundy dél galimo asmens duomeny
tvarkymo pazeidimo Tarnybai nagrinéti pagal kompetencija
persiunté Valstybiné duomeny apsaugos inspekcija.

Dalis pateikty skundy buvo tiesiogiai susije su pandeminés
situacijos viesinimu visuomeneés informavimo priemonése.
Jais buvo siekta asmens duomeny apsaugos, galimai
pazeistos informuojant apie viruso COVID-19 ligos Zidinius,
privatumo gynybos, atskleidus serganciyjy privataus
gyvenimo faktus, taip pat buvo keliami teisingos ir
objektyvios informacijos klausimai.

Asmeny skundy dél duomeny tvarkymo pazeidimy
skai¢iaus didéjimo tendencija stebima jau ne pirmus
metus, o Reglamento jsigaliojimas zenkliai padidino
asmens duomeny subjekty ryztg veiksmingai ginti savo
teise | duomeny apsauga. Atsizvelgiant j drastiskg skundy
dél duomeny apsaugos dinamika, isaugusj visuomenés
démesj Siai sriciai, darbo kravis Sioje srityje padidéjo keturis
kartus ir tai yra didelis i35Ukis Tarnybai.

2020 m. reikSmingai isaugo gauty skundy kiekis dél asmens
duomeny tvarkymo pazeidimo socialiniuose tinkluose. Nors
panasus kiekis skundy gautas ir dél tradicinése visuomenés
informavimo priemonése tvarkomy asmens duomeny,
taciau stebima skundy dél jvairiuose socialiniuose
tinkluose galimai padaryty pazeidimy didéjimo tendencija.
Pazymétina, jog sparti informaciniy technologijy plétra
ir jy tobuléjimas lemia tai, kad randasi vis daugiau
naujy platformy, kuriose asmenys turi galimybe skleisti
informacija, todél ir Tarnyboje 2020 metais gauta skundy
dél asmens duomeny apsaugos pazeidimy tokiuose
iSpopuliaréjusiuose socialiniuose tinkluose kaip Discord ir
Instagram. Nagrinédamas tokius skundus Zurnalisty etikos
inspektorius susiduria su gincijama informacijg paskelbusiy
asmeny nustatymo problema, kadangi asmenys naudojasi
slapyvardZiais, neatskleidZia savo kontaktinés informacijos,
su jais ne visada yra galimybé susisiekti.

Gautuose skunduose dél socialiniuose tinkluose skelbiamy
asmens duomeny vis dar pastebima, kad vartotojai
skelbdami asmens duomenis siekia ,bausti vieSumu” ar
atgauti skolas, pavyzdziui, skelbdami skolingy asmeny
tapatybés dokumentai socialinio tinklo Facebook grupése
,Aferistai. Apgavikai. Sukciai, taip pat netinkamai paslaugas
atlikusiy asmeny duomenys grupéje ,Gery meistry
kontaktai” Vis délto savo turiniu ir pazeisty teisiy apimtimi
2020 metais ypatingai issiskyré socialinio tinklo Facebook
puslapis,Prakeiktieji*: dél jame skelbiamy asmens duomeny
(vardai, pavardés, nuotraukos, nurodant, kad Sie asmenys

yra prakeikti) i$ jvairiy Lietuvos policijos komisariaty pagal
kompetencijg persiysti nagrinéti net 7 analogiski skundai.

2020 metais pagauséjo gauty skundy dél sveikatos
duomeny skelbimo ir rinkimo. Tokio pobudzZio skundy
kiekio didéjima lémé koronaviruso sukelta pandemija.
Tarnyboje gauti 9 asmeny skundai dél jvairiose visuomeneés
informavimo  priemonése ir socialiniuose  tinkluose
atskleistos informacijos apie galimg asmeny uZzsikrétima
virusu. Pazymeétina, kad net tre¢dalis skundus teikusiy
asmeny ginc¢ijamu asmeniu jvardijo Nacionalinj visuomenés
sveikatos centra tiek dél duomeny apie sveikatg atskleidimo
visuomenésinformavimo priemonéms, tiek délinformacijos
paskelbimo tiesiogiai spaudos konferencijose.

Atkreiptinas démesys, jog visuomenés suvokimas, kokiais
atvejais asmens duomenys tvarkomi zurnalistikos tikslu,
pleciasi. Taigi 2020 metais pirmg karta aiskiai apibréziant
skundZiamus asmens duomeny tvarkymo veiksmus ir jy
tvarkymo tikslg gauti net 8 skundai dél valstybés institucijy
ir konkreciy pareiginy perduoty asmens duomeny
visuomeneés informavimo priemonéms zurnalistikos tikslu.
Tarnyboje taip pat palyginti su 2019 metais, padidéjo gauty
skundy kiekis dél asmens duomeny rinkimo zurnalistikos
tikslu veiksmuy.

2020 metais Tarnyboje vis dar nemazai gauta skundy (2
skundais daugiau nei 2019 m.) dél itin senose publikacijose
skelbiamy asmens duomeny siekiant jgyvendinti teise bati
pamirstam, kuri numatyta tarp Reglamento taikymo isim¢iy
tais atvejais, kai asmens duomenys tvarkomi zurnalistikos
ir akademinés, meninés ar literatlrinés saviraiskos tikslais.
2020 m. pirma karta gauta skundy ir dél tokiy asmens
duomeny subjekty teisiy kaip teisé nesutikti su asmens
duomeny tvarkymu ir pareiga informuoti apie asmens
duomeny tvarkyma, kurios taip pat laikytinos Reglamento
iSimtimis.

Pazymétina, jog kaip ir 2019 metais, ataskaitiniais metais
Tarnyboje gauta didelé dalis skundy, kuriuose asmenys
skundziasi ne dél savo, o dél kity asmeny duomeny
tvarkymo, pavyzdziui, darbuotojy, klienty, artimuyjy, taciau
nepateikiama jokiy atstovavimg jrodanciy dokumenty. Vis
délto pastebéta, kad 2020 metais daug skundy (7) pateikta
dél nepilnameciy vaiky, atstovaujamy jy jstatyminiy
atstovy, asmens duomeny tvarkymo zurnalistikos tikslu.
Tokiuose skunduose gincijami vaiky asmens duomeny
rinkimo teisétumo klausimai, Zoom platformoje vykstanciy
nuotoliniy pamoky nuotrauky skelbimo mokykly socialiniy
tinkly paskyrose teisétumas, taip pat kile nesutarimai tarp
issiskyrusiy tévy dél jy nepilnamecio vaiko nuotrauky
skelbimo asmeninése socialiniy tinkly paskyrose.



Tarnyboje konstatuoty asmens duomeny tvarkymo
pazeidimy visuomenés informavimo priemonése skaicius
ataskaitiniais metais sumazéjo daugiau nei perpus: 2020
metais nustatyta 12 pazeidimy, 2019 metais — 30, 2018
metais — 8, 0 2017 metais — 7 pazeidimai. Ataskaitiniais
metais dazniausiai pazeisti su asmens duomeny tvarkymu
susije principai ir teiséto duomeny tvarkymo salygos.

Teiseétu asmens duomeny tvarkymas laikomas tik tuo
atveju, jei atitinka nors vieng Reglamento 6 straipsnyje
nustatyta teisetumo salyga. Analizuojant nustatytus
asmens duomeny tvarkymo pazeidimy atvejus matyti,
jog pasitaiko situacijy, kuomet atskleidziami itin jautrGs
asmens duomenys. |statymas draudZia asmens koda
skelbti viesai. Vienu atveju, publikuojant informacija apie
juridinj asmenj, neapdairiai buvo paskelbtas ir fizinio
asmens kodas, — paZeista imperatyvi jstatymo nuostata.
Kitu atveju nepagrjstai nuspresta, jog asmens duomenys,
viesai paskelbtiir prieinami vieSuose registruose, be asmens
sutikimo ir nesant virdesnio intereso gali bati skelbiami
visuomenés informavimo priemonéje. Net keli asmens
duomeny apsaugos pazeidimai buvo jzvelgti informacijoje
apie turtingiausius Lietuvos asmenis. Viesosios informacijos
rengéjui (skleidéjui) buvo priminta, jog asmens turtiné
padétis savaime nenulemia asmens vieSumo statuso ir
nesuteikia teisés be asmens sutikimo tvarkyti jo duomenis
reitinguojant asmenis turtingiausiyjy sarase ir skelbiant
siuos duomenis viedai. Paminétinas tyrimas, kuriame,
jvertinus, jog asmuo nebuvo viesai teisme nagrinétos
baudZiamosios bylos dalyvis, o jo privatus pokalbis vyko su
asmeniu, kurio pokalbiy sankcionuotai buvo pasiklausoma,
nustatyta, jog viesosios informacijos rengéjas (skleidéjas),
prisidengdamas vieSo teismo posédzio metu suZinota
informacija, nepaisydamas pareigos atsakingai tvarkyti
asmens duomenis turéjo vienintelj tikslg - atskleisti
pikantiska, smalsumg tenkinancig informacija. Kitu
atveju, vienam is civilinio ginco dalyviy paviesinus teismo
procesinius dokumentus, kartu buvo atskleistas ir kitos
gin¢o 3alies gyvenamosios vietos adresas. Asmens
duomeny teisinés apsaugos kontekste, tokie duomenys
galéjo buti skelbiami tik gavus pareiskéjo sutikima. Pasitaiko
situacijy, kai asmens duomeny beatodairiskg paviesinima

nulemia asmeniniy santykiy aiskinimasis, gincai dél vaiko
priezitros. Visais atvejais privalu atsakingai vertinti ketinama
skelbtiinformacija, jsitikinti, kad rengiama ir viesai skelbiama
informacija nepazeis asmens duomeny tvarkymo principy
ir teisétumo salygy, gauti sutikima tokia informacija skelbti
arba jos neskelbti.

Jvertinus socialinio tinklo Facebook paskyroje ir vaizdy
dalinimosi platformos Youtube kanale paskelbty jrasy
turinj ir konteksta buvo nustatyta, kad duomeny subjekty
interesai virsesni nei visuomenés teisé zinoti kartu su vardais
ir pavardém paskleistus duomenis apie gauta atlygj, jo dydj,
pagrinda ir laika. Asmens duomeny apsaugos samprata
néra siejama su tuo, kur ir kiek karty duomenys buvo
paskelbti anksciau, ar tokia informacija lengvai pasiekiama
internete ar kituose 3altiniuose, t.y.asmens sprendimas tam
tikromis aplinkybémis ir siekiant paskelbti (duoti sutikima
skelbti) savo duomenis nepanaikina siy duomeny apsaugos
ir nepasalina viesosios informacijos rengéjy ir skleidéjy
pareigos privacia informacijg skelbti tik asmeniui konkreciu
atveju davus sutikimg (iSskyrus numatytas isimtis). Vienu
atveju pertekliniu pripazintas pareiskéjos vardo ir pavardes,
nepilnamecio inicialy skelbimas, kartu nustatyta, kad
problemos, galimai turéjusios viesojo intereso pobudj,
galéjo buti analizuojamos ir be $iy duomeny pateikimo.
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Per 2020 m. Tarnyba i3 viso suteiké 1179 konsultacijas. Tai
yra 5 proc. daugiau konsultacijy nei 2019 metais (2019 m. —
1121,2018 m. =719, 2017 m. — 442). Nors 3is augimas néra
labai ryskus, taciau ir toliau tesiasi jau ne pirmus metus
vyraujantiTarnybos teikiamy konsultacijy skaiciaus didéjimo
tendencija. Kaip ir praéjusiais metais, daugiausia démesio
sulauké Reglamento aiskinimo ir taikymo Ziniasklaidos
srityje klausimai. Tai sudaro apie du tre¢dalius visy teikiamy
konsultacijy. Nors $is asmens duomeny apsaugos reforma
jgyvendines Europos Sagjungos teisés aktas imtas taikyti
dar 2018 m. geguzés 25 d, tac¢iau Tarnybos veikloje
stebime, kad klausimy dél situacijy, kai asmens duomenys
tvarkomi zurnalistikos, akademinés, meninés ar literatarinés
saviraiskos tikslais, tik daugéja. Sudétingéja ir situacijos.
Pastebime, kad globaliame pasaulyje sudétingéja teisiniai
santykiai ir Ziniasklaidos sferoje. Tai lemia informaciniy
technologijy, mokslo, inovacijy, Zzmoniy pasaulézitros
pokyciai. Siekiant jveikti Siuos isStkius ir uztikrinti kokybiska
teisiniy konsultacijy teikima, Tarnybos specialistams butina
nuolat dométis Ziniasklaidos tendencijomis, sekti naujoves,
gilintis j aktualiausig tarptautiniy ir nacionaliniy teismy
praktika. Konsultuojant vis daznesni atvejai, kai reikalinga
profesionali naujyjy informaciniy technologijy veikimo
analizé ir iSmanymas.

Dazniausiai buvo uzduodami klausimai, susije su duomeny
subjekty teisiy visuomenés informavimo priemoniy
veikloje jgyvendinimu, asmeny filmavimu (fotografavimu)
vieSose vietose, renginiuose, ugdymo jstaigose, tokiy
atvaizdy viedu skelbimu, vaiky nuotrauky platinimu be tevy
sutikimo, asmens vardo, pavardés, atvaizdo, gyvenamosios
vietos adreso, automobilio valstybinio registracijos numerio,
informacijos apie asmens sveikata skelbimu. Sugrieztinti
asmens duomeny teisinés apsaugos reikalavimai isaugino
didesnj poreikj konsultuotis dél tinkamos sutikimo tvarkyti
duomenis israiskos formos, duomeny saugojimo trukmés,
vaizdo stebéjimo ir neteiséto informacijos apie privaty
asmens gyvenimga rinkimo bei vieSinimo. Atsizvelgiant |
tai, kad asmens duomeny tvarkymui zurnalistikos tikslais
Reglamentas taikomas ne visa apimtimi, suinteresuoti
asmenys daznai teiraujasi dél iSimciy, kai teisé j asmens
duomeny apsauga derinama su saviraiskos ir informacijos
laisve, sankcijy uz duomeny tvarkymo pazeidimus ir pan.

Konsultuojant asmenis iSryskéjo tendencija, kad asmens
duomeny tvarkymo teisétumo klausimai daznai buvo
keliami ne dél zurnalisty, o su Sia profesija nesusijusiy
asmeny, jy parengtos ir paskelbtos informacijos (socialiniy
tinkly paskyry valdytojy, pilieciy Zurnalistikos atstovy,
komentary autoriy ir pan.) atzvilgiu. Nors ir nebtdami
zurnalistais, tokie asmenys yra laikomi vieSosios informacijos
rengéjais (skleidéjais), kuriems taip pat galioja duomeny
apsaugos standartai.

Koronaviruso sukelta pandemija jtakojo Tarnybos teikty
konsultacijy specifikg, ypa¢ per pirmuosius karantino
menesius.  Siuo  laikotarpiu  asmenys labai  daznai
konsultavosi su Tarnybos specialistais dél padaznéjusiy
COVID-19 pacienty asmens duomeny skelbimo Lietuvos
Ziniasklaidoje. Informacija apie asmens diagnoze, sveikatos
bikle, prognozes, gydyma yra laikoma zmogaus privataus
gyvenimo dalimi, kurig viesai skelbti galima tik paties asmens
sutikimu. 18imtis gali bati daroma tik auksc¢iausio lygio
vieSyjy asmeny atzvilgiu. Siekdami nepazeisti konstitucinés
Zmogaus teisés | privataus gyvenimo nelieCiamuma bei
uztikrinti asmens duomeny apsauga, viesosios informacijos
rengéjai (skleidéjai) privalo neviesinti pacienty vardy,
pavardziy, nuotrauky, kity asmens tapatybe galinciy
identifikuoti duomeny be jy paciy sutikimo. Su sveikatos
informacija susijusiy asmens duomeny viesinimas be
asmens sutikimo yra laikomas grubiu privatumo/asmens
duomeny tvarkymo pazeidimu, galinciu sukelti ne tik etine,
bet ir civiline atsakomybe. Gana daznai pasitaiké ir klausimai
dél galimos dezinformacijos, panikos kélimo informuojant
visuomene koronaviruso kontekste.

Kaip ir ankstesniais metais Zurnalistai, vieSosios informacijos
rengéjai (skleidéjai) j zurnalisty etikos inspektoriy daznai
kreipési prasydami konsultacijos, i3aiskinimo dél teisés
gauti informacijg i$ valstybés ir savivaldybiy institucijy bei
jstaigy ir teisés | duomeny apsaugg pagal Reglamentg
santykio. Ne tik Lietuvoje, bet ir kitose Europos Sajungos
valstybése  pastebima tendencija, kad neteisingai
interpretuojant Reglamentg yra nepagrjstai ribojama
zurnalisty teisé j informacija, kai kalbame apie Zurnalistinius
tyrimus, susijusius su vieSaisiais asmenimis. PrieSingai savo
prigim¢iai, Reglamentas tapo valstybés ir savivaldybiy
institucijy ir jstaigy priedanga, siekiant isvengti Ziniasklaidos
démesio gvildenant viesgjj interesg tenkinancias temas.
Zurnalistams atsisakoma suteikti prasoma informacija
motyvuojant tuo, jog tokia informacija yra apsaugos
objektas pagal Reglamentg ir negali bati teikiama be atskiro
duomeny subjekto sutikimo. Kiekvieng situacijg reikia
vertinti individualiai, taciau asmens duomeny apsauga
ir Reglamentas negali bati naudojami kaip Zurnalisty
funkcijas, bdtinas demokratinéje visuomenéje, atlikti
trukdantis instrumentas.

Valstybés ir savivaldybiy institucijy bei jstaigy atstovai
j Tarnybg daZniausiai kreipési prasydami konsultacijy
dél duomeny teikimo zurnalistams galimybés, teiktiny



duomeny apimties, Zurnalisto sgvokos isaiskinimo.
Daugiausia neaiskumy Teisés gauti informacijg s
valstybés ir savivaldybiy institucijy bei jstaigy jstatyma
jgyvendinanc¢ioms institucijoms  kélé  vis  labiau
populiaréjanciy laisvai samdomy Zurnalisty (vadinamuyjy
freelancer’iy) ir piliec¢iy zurnalistikos atstovy statusas
bei jy teisé gauti informacija, ypac susijusia su asmens
duomenimis. Siame kontekste pazymétina, kad teismy
praktika yra formuojama ta linkme, jog siekiant atsizvelgti j
saviraiskos laisvés svarbg visai demokratinei bendruomenei,
su ja susijusias sgvokas, jskaitant Zurnalistika, reikia aiskinti
placiai. Isimtis Zurnalistikos veiklai néra siejama su darbo
teisiniais santykiais konkrecioje Ziniasklaidos priemonéje ar
profesiniu priklausymu zurnalisty profesinei organizacijai.
Ji suteikiama kiekvienam asmeniui, jsitraukusiam |
zurnalistikos veikla.

Praeityje teisti arba kitaip teisésaugos akiratyje atsidtre
asmenys labiausiai doméjosi  teisés bati  pamirstam
realizavimo  Ziniasklaidoje  galimybémis.  Visuomenés
informavimo priemonés naudojasi specifinémis teisémis,
garantijomis ir iSimtimis i bendry asmens duomeny
apsaugos taisykliy. Nors teisé bati pamirStam yra jtvirtinta
Reglamente, taciau Lietuva Sios teisés taikymui, kai asmens
duomenys tvarkomi jgyvendinant saviraiskos ir informacijos
laisve, yra jtvirtinusi isimtj. Kai asmens duomenys tvarkomi
zurnalistikos tikslu, Reglamento 17 straipsnis (,Teisei bati
pamirstam”) yra netaikomas. Net teistumo iSnykimas néra
pakankama faktiné aplinkybé, galinti jpareigoti interneto
svetainés valdytojg ,pamirsti” teistg asmenj. Lietuvos
jstatymy leidéjas jtvirtino praktiskai absoliucia ,teisés bati
pamirstam” isimtj Lietuvoje. Vienintelis atvejis, kai teisé bt
pamirstam turi bati praktiskai realizuojama, yra tada, kai

duomeny subjektas atSaukia sutikimg tvarkyti jo asmens
duomenis ir toks sutikimas buvo vienintelis pagrindas
tvarkyti jo duomenis. Svarbu pazymeéti, kad sutikimo
atSaukimas nedaro poveikio sutikimu pagrjsto duomeny
tvarkymo, atlikto iki sutikimo atsaukimo, teisétumui.

Konsultuojant asmenis i§ esmés sprendziami klausimai
dél tinkamo balanso tarp savo teises siekianciy ginti
asmeny teisiy gynimo ir laisvés gauti ar skleisti informacija.
Susidurian¢iy  teisiy  kolizija  sprendziama ieskant
pusiausvyros. Kiekvienas atvejis vertinamas individualiai,
atsizvelgiant | konkrecias aplinkybes. Esminiai kriterijai
nustatant tinkama pusiausvyrg yra tinkamas susidarusiy
teisiniy vertybiy turinio konkrecioje situacijoje atskleidimas
ir proporcingumo siekiamam tikslui principo pritaikymas.
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